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f
ITpuka3s
ot 04 mapta 2022 rona Ne 100

O npUHATHM  OPraHHM3ANMHOHHBIX
mMep mo obecriedeHHI0 0€30NACHOCTH

NepCcoHAJIbHBIX AAHHBIX B
uHdopmaunonubix cucremax MOY -
OO1I cena Proxos

B coorBercTBuH ¢ TpeGoBaHuAMH DenepaabHOro 3aKkoHa  OT 27 mons 2006 roga Ne
152-®3 «O mepcoHanbHbIX AaHHBX», nprkazom MOY — OOIII cena ProxoB ot 04.03.2022 rona
Ne 99 «O6 opranusaiiu 06pabOTKU NEPCOHAIBHBIX JaHHBIX B MOY — OOIII cena Proxos

IMPUKA3BIBAIO:

1. VTBepauTh IOJIOKEHHE O KOMHCCHMM Ul OpraHu3aliy pabor 1o 3ammMTe
epCOHAIBHBIX JAaHHBIX B HHOOPMAIMOHHBIX CHCTEMax MOY - OOII cena Proxos
(ITpunosxerue Ne 1).

2. Y1BepauTh PerslaMeHT NpOBEIeHHs BHYTPEHHEIO KOHTPOJIS COOTBETCTBAA 006paboTku
nepcoHaTbHbIX AaHHbX B MOY — OOILI cena Proxos (IMpunoxenne Ne 2).

3. Vreepauth VHCTPYKUMIO 10I530BATENsi MHYOPMAIHOHHBIX CHCTEM NEPCOHATBHBIX
nanEsx MOY — OOIII cena Proxos (ITpunoxenue Ne 3).

4. Vreepauth MHCTPYKIHIO 1O NApOIbHOH 3allHTe urpopmamun 8 MOV — OOII cena
PioxoB (ITpunoxenue Ne 4).

5. YTBepmuTh VIHCTPYKIMIO 110 OPraHM3allW{ AHTHBHPYCHOH 3allATHI uHbopMallUU B
MOY — OOIII cena Proxos (ITpunoxenne Ne 5).

6. YrBepauTh VIHCTPYKLHIO 110 OpPraHU3alii PEe3epPBHPOBAHHS W BOCCTAHOBJICHHA
paboTOCTIOCOOHOCTH TEXHHMYECKMX CPEICTB M MPOrpaMMHOr0 obecrnieuenus, 0a3 OaHHBIX H
CPeACTB 3amuThl HHGOPMAIMHE B HHYOPMAIIMOHHBIX CHCTEMax MEPCOHAIbHBIX NaHHBIX MOV —
OOIII cena Proxos (ITpunoxerne Ne 6).

7. Vreepmuth Ilopsiok oOpameHus CO ChEMHBIMM MAIIMHHBIMH - HOCHTEISAMH '
nepcoHalbHBIX AaHHBX B MOY — OOIII cena Proxos (TMpunosxenue Ne 7).

8. VYTeepauts PernameHT pearupoBaHHs ~HAa  HHIU/CHTDI uH(bOPMALIHOHHOK
Ge30MacHOCTH B MH(GOPMALMOHHBIX CHCTEMAx MEPCOHATLHBIX JTaHHBIX B MOY — OOI cena
Proxos (ITpunoxenue Ne 8).

9. Vreepauth [lonokeHHe O pa3spelIuTeNbHOH CHCTEME N0CTyIa B AH(OPMALHOHHBIX
crcTeMax repcoHanbubix nanusx MOY — OOL cena Proxos (Ilpuoxenne Ne 9).
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10. VrBepauTh Marpuily 10cTyna pabOTHHKOB K pecypcaM WH()OPMALHOHHBIX CHCTEM
nepcoHaIbHBIX JaHHBIX MOY — OOIII cena Proxos (ITpunoxerne No 10).

11. OTBeTCTBEHHOMY 3a OpraHM3alHI0 00pabOTKM MEpPCOHATBHBIX TAHHBIX B MOY -
OOIII cea PIOXOB 03HAKOMHTH ¢ HACTOSIIAM MIPUKA30M 3aWHTEPECOBAHHBIX JIHIL.

12. KOHTpOJIb 32 HCTIOJIHEHHEM HACTOSIIETO MPAKa3a OCTABIISIO 33 coboii.

Jupextop MOY — 0O '.'_

/A.H.Ypﬂﬂcxaﬁ

C npukazoM O3HAKOMJICHBIL:

. 08 Aol



[Mpunoxenue Nel
K npukasy ot «04» mapra 2022 r.Ne 100

[Tono:xenne
0 KOMHCCHH 110 3aIHTEe NePCOHAIbHBIX JaHHbIX
B nadopmanuonnsix cucremax MOY-OOIII ceaxa Proxos.

i I Komuccun mpu  paboTe pYKOBOACTBYETCS — CIEIYIOIMMH  HOPMaTHBHBIMH
JOKYMEHTaMHU:

= ®enepanbibiM 3akoHoM or 27 mroms 2006 r. Nel52-®03 «O nepcoHambHBIX
TaHHBIX;

— TMocranosnenuem [Ipasutensctsa Poccuiickoit ®enepanmnu ot 1 HosOps 2012 .
Nel1119 «O6 yrBepkaeHHH TpeOOBaHHUMH K 3alMTE NIEPCOHATBHBIX JAHHBIX MIPH HX obpaboTke B
MH(POPMAIHOHHBIX CHCTEMaX IIEPCOHANBHBIX TaHHBIX?;

- npukazoM ®CTDIK Poccun or 18 pespans 2013 1. Ne2l «O6 yrBepikacHuM
COCTaBa W COJEPKAHMS OPraHU3AMOHHBIX M TEXHAYECKHX MEp M0 00eCredeH IO 0e30macHoCTH
NIepCOHANBHBIX NaHHBIX NMpPH KX 00paboTke B MH(OPMALMOHHBIX CHCTEMax MEPCOHATBHBIX
JTAHHBIX).

— TMocranosnennem llpasutensctsa Poccuiickoii @eneparuu 0T 15 ceHTSOps
2008 r. No687 «O6 yrBepxkaenun Ilonoxenus 06 0cobeHHOCTAX 0OpabOTKH MEPCOHABHBIX
JAHHBIX, OCYIIECTBIISIEMO# Oe3 HCTI0JIb30BaHUs CPEICTB ABTOMATH3ALMK),

o [TopsiaxkoM 0OpallieHust CO CHEMHBIMU MAalIMHHBIME HOCHTEIISIMU IIEPCOHATBHBIX
nanaeix B MOY-OOIII cena Proxos;

- PeraMeHTOM TPOBEJIEHHS BHYTPEHHEr0 KOHTPOJIS COOTBETCTBHS OOpabOTKH
nepcoHanbHbX gaHHbX B MOVY-OOIII cena Proxos TpeOOBaHHAM K 3aIIMTE IMEPCOHATBHBIX
JIQHHBIX;

- PernameHTOM pearMpoBaHHS Ha MHIMIEHTHl HMH(OPMAIMOHHOW O0€30macHOCTH B
uHMOPMAIHOHHBIX CHCTEMAX MepcoHanbHbIX faHHRIX MOY-OOILLI cena Proxos;

2. Komuccun He00X0AUMO:

- OIpe/eIHTh YPOBEHb 3AIMIIEHHOCTH MEPCOHATBHBIX JaHHBIX, 00padaThBAEMBIX
B HH(OPMALMOHHEIX CHCTEMAX B COOTBETCTBHH ¢ mocTanoBienueM [Ipasutenscraa Poccuiickoi
®Qepeparn ot 1 Hosbps 2012r. Nelll9 «O6 yrBepxieHwn TpeboBaHHA K 3aumIuTe
MepCOHATBHBIX JAHHBIX MpH HX 00paboTke B MH(OPMAMOHHBIX CHCTEMAaX MEPCOHATBHBIX
JTAHHBIX»;

— NPOBECTH OLEHKY BpeJa, KOTOPbIH MOXET OBITh NpPUYMHCH cyObeKTam
[epCOHATBHBIX JAHHBIX B Cilydae HapylIeHHs 3aKoHoxarenscTBa Poccmiickoil desepaunu B
00.1aCTH NePCOHATBHBIX JaHHBIX;

- oTOMpaTh M YHHYTOXKaTh MAaTepHAIbHbIE HOCHTENH TNEPCOHATBHBIX aHHBIX,
o6paborka kotopeix B MOY-OOIII cena ProxoB npexpaiieHa;

- MPOBOJIMTH BHYTPEHHUH KOHTPOJIb COOTBETCTBHS OOpabOTKH MEpPCOHATBHBIX
JTAHHBIX B COOTBETCTBUH C IJIAHOM, YTBEP)KACHHOM B «PernameHnrte MpoBeJCHHS BHYTPEHHETO
KOHTPOJISL COOTBETCTBHS 0OpaGOTKM mNepcoHanbHBIX JaHHBX B MOVY-OOII cena Pioxos
TpeOOBAHUSIM K 3aLIKATE NEPCOHAIIBHBIX TaHHBIX?;

- MpOBOJMTH  pa3duparenbcTBa 10  (akTaM  BO3HHKHOBEHMS — MHIMJCHTOB -
MH(pOPMALHOHHOM 5e30MacHOCTH, (PUKCHPOBATH WX B JXKypHANE ydeTa HELUTATHBIX CHTyaluH 1
CBOGBPEMEHHO  pearupoBaTh HA  WHIHACHTHI  MH(pOpMAUMOHHOM  0e30macHOCTH B
HWH(POPMAIHOHHBIX CHCTEMAaX MEPCOHAIBHBIX JIaHHBIX.



[Tpuioxenne N2
K mpukasy ot «04» mapra 2022 r.Ne 100

PEI'JIAMEHT
NpPOBEJeHNs] BHYTPEHHEr0o KOHTPO/Isi COOTBETCTBHS 06paboTKH MepCOHAIBHBIX TAHHBIX
B MOY-0OIII cesa ProxoB TpeGoBaHHAM K 3alIHTE MEPCOHAIbHBIX 1aHHBIX

1. Tepﬁnum | onpeae/1eHHs

1.1. MepopManuoHHast CHCTeMa MEPCOHATBHBIX JAHHBIX — COBOKYIIHOCTB COACPKAIIAXCS
B 6a3ax JAHHBIX NIEPCOHATBHBIX JAHHBIX U 0OecrednBaommx ux o0paboTKy UH(OPMAIMOHHBIX
TEXHOJIOTHIA ¥ TEXHUYECKUX CPEJICTB.

1.2. UnupneT uAEGOPMALMOHHOM Ge30macHOCTH — JH000€  HeMpEeBUICHHOE  HIIX
HeskeTaTeNbHOe COOBITHE, KOTOPOE MOXKET HApYIIHTb IESTeTbHOCTb WM MH(OOPMAILHOHHYIO
GezonacHocTh. MHmuaeHTaMu nHGOPMALHOHHON O€30IaCHOCTH ABJIAIOTCS:

—  yTpara yciyr, 000py10BaHuUs HITH YCTPOHCTB;

—  CHCTeMHBbIE COOM MITH NEPETPY3KH;

—  OIMOKH MOJIb30BaTEIEH;

—  HecoBIIONEHHE TIOMUTHKH WIH PEKOMEH 1Al 110 HHPOPMAIMOHHOK O€30TIaCHOCTH;

—  HapyuleHue GU3NIECKUX MEP 3alIUTHL;

—  HEKOHTPOJIMpYeMble H3MEHEHHUS CHCTEM;

—  cOom mporpaMMHOro obecriedeHus ¥ 0TKa3bl TEXHHYECKUX CPE/ICTB;

—  HapylleHHe NpaBHil JOCTyIMA.

1.3. O6paboTka MEPCOHANIBHBIX JIAHHBIX — JO0OE  JICHCTBHE (omepanus) WM
COBOKYIHOCTh  JeiicTBuil  (omepainmii), COBEpIIAEMBIX C  HCIOJL30BAHHCM CpEelCTB
ABTOMATH3AIMHE WK 0€3 UCIIOIb30BaHUs TAKUX CPEICTB ¢ MEPCOHATBHBIMH JaHHBIMHA, BKIIHOYAs
c60op, 3aMCh, CHCTEMATH3AllUIO, HAKOIIEHHE, XPAaHEHHUE, YTOIHCHHE (oGHOBNIEHHE, U3MEHEHHE),
U3BJEUEHHE, MCIOIb30BaHMe, Mepenady (pacmpoCTpaHEHHE, MPEAOCTaBICHHUE, JIOCTYTI),
obesmurBanue, 6I0KApOBaHKeE, YAAICHHE, YHUUTOXKCHUE EPCOHAIBHBIX JaHHBIX.

1.4. TlepconanbHple jJaHHble — moOas HMHGOpPMaNMdA, OTHOCAIIAACA K TPAMO HIH
KOCBEHHO OIpEIEIEHHOMY HIIH OTNpe/IeieMOMY (pHU3HUECKOMY JTHILY (cyOBEKTY MEepCOHATBHBIX
JIaHHBIX ).

1.5. CpenctBo 3alUThl MHPOPMALMKH — HPOrpaMMHOE obecriedeHue, NPOrpaMMHO-
anmapatHoe — oOecriedyeHWe, —amnmapaTHoe — OOecmeueHHe, — BEUIeCTBO MM MarepHai,
MpeIHa3HaYeHHOE W/IM HCIIOJIB3YeMOe JUIS 3aIUThI uHpopMaluu.

2. OO6mue moJI0KeHHS!

2.1. Hacrosumit PernameHT TpOBeJeHUs BHYTPEHHETO KOHTPOIs COOTBETCTBHA
obpabotku mepconansupx AamEex B MOY-OOII cena Proxos TpeOOBaHUAM K 3aluTe
NEepCOHATBHBIX  JaHHBIX  (majmee — Pernamenr), pazpaboraH B  COOTBETCTBHH C
3aKOHOMATENbCTBOM Poccmiickoii Deepalu O MEPCOHANBHBIX JaHHBIX (Ianee — [11s1) un
HOPMATHBHBIMH TIPABOBBIMA aKTaMH (METOTMYECKMMH IOKyMEHTaMH) (benepaibHbIX OPraHoOB
MCTIONHUTEbHOM BiacTH 1o Bompocam Oesomactoctd IIJ[H mpu ux obpabotke B
MH(POPMAIIMOHHBIX CHCTEMAX [IEPCOHAIBHBIX JAHHBIX (manee — UCI1/In).

2.2. Hacrosmmii PeriaMesT ompeaenseTr NMOPAAOK NPOBEICHUS BHYTPEHHErO KOHTPOJIA .
cooTBeTcTBHs 06paboTku I1/[H (1anee — BHYTpeHHUH KOHTPOJIB), TPEOOBAHUSM K 3allATe [T,

2.3. PermameHT o0s3areneH JUIS  HUCIOJHEHWs OTBETCTBCHHBIM 34 OpraHH3alllio
o6padotku IIJ[H, OTBETCTBEHHBIM 3a ObecreueHre Oe30MaCHOCTH [IIn ¥ agMHHUCTPATOPOM
MH(OPMAIIMOHHBIX CUCTEM NMEPCOHATBHBIX JaHHBIX.

3. Tlopsiaok npoBexeHHs BHYTPEHHET0 KOHTPOJIA

3.4, Buyrpennnii koutposns B MCII[IH ocyliecTBaseT KOMHCCHS Ul OpraHM3aliu
paboT MO 3amMTe MEPCOHANBHBIX JAHHBIX B HH(OPMAIMOHHBIX CHCTEMAax MOY-OOHI cena
PIOXOB, COCTaB KOTOPOH yTBepXKIaeTcs TIPHKA30M JUPEKTOPA YUPEKACHHS.



5

3.2. JlomyckaeTcs IPUBJIEUEHNE K IPOBEPKaM CTOPOHHUX IKCHEPTHRIX opraHu3alui.

3.3. [lpeacenaTens KOMHCCHH OpraHusyeT padOTy KOMHCCHH, peIIaeT BOMPOCHI
B3ANMO/IEHCTBHS KOMHUCCHH ¢ PYKOBOIMTENISAMU M PAGOTHHKAMH Y UPEkICHAS, TOTOBHT 1 BEACT
3aceaHns KOMHCCHH, TOANKUCHIBAET MPOTOKOIBI 3aceanuii. [1o OKoHYaHHH pabOThI KOMHCCHH
FOTOBMTCS 3aKJIOUCHHE IO pe3yjbTaTaM BHYTPEHHEr0 KOHTPOJIA, KOTOpOE TepelacTcs Ha
paccMOTPEHHE TUPEKTOPY Y UpekKICHHUS.

3.4. BayrpeHHMii KOHTPO/Ib I[POBOAMUTICA B COOTBCTCTBHH C «[Inanom npoBeneHUS
BHYTPEHHEr0 KOHTPOJISL COOTBETCTBHSA OOpabOTKM MEPCOHANbHBIX JaHHBIX TpeOOBaHUAM K
3anUTe TEePCOHATBHBIX JAHHBIX», YTBEPKICHHBIM IIPHKa30M MOVY-OOIII cena Proxos, Gpopma
KoToporo npusejena B [Tpunoxenuu 1 k HacTosmEMY Pernamenry.

3.5. B «llnane mpoBemeHHss BHYTPEHHETO KOHTPOIA COOTBETCTBHA 00paboTKH
[IepCOHATBHBIX JIAHHBIX TpeOOBaHMAM K 3allMTEe MEPCOHATBHBIX JAHHBIX)  YKa3bIBACTCA
[lepedeHb MPOBOJMMBIX MEPONPHATHE BHYTPEHHET0 KOHTPOJA H  IMEPHOAMHTHOCTE - MX
IPOBE/ICHHUS.

3.6. Kowmwuccust mpOBOIMT BHYTPEHHUH KOHTPOJIb HEMOCPEACTBEHHO HA MECTE obpaboTku
[1/1x, ompainuBaeT pabOTHUKOB Y YpekIeHH s, OCYIIECTBISIOMIX o6pabotky I1JIH, ocMaTpuBaeT
paboune MecTa.

3.7. Ilpu npoBemeHMH BHYTPEHHENO KOHTPOJS JOJKEH MPUCYTCTBOBATH PYKOBOAMTEIH
[IPOBEPSEMOT0 110/[pa3/ie/IeHusI.

3.8. B xoje npoBeieHUs] BHYTPEHHETO KOHTPOJIS OCYIECTBIISCTCA:

—  KOHTpPOIb BBINOJHEHHS OPTraHH3AlMOHHBIX H TEXHHYECKUX MEp MO obecreueHHIO
6esonacuoctu [1Ju npu ux obpadorke B UCIIJIH, HeoOXOMMMEIX JUIS BBITOTHEHHS
tpeGoBannii k 3amute [1/1H;

—  aHaIU3 U3MEHEHMs yrpo3 0e30MacHOCTH [1/la 8 UCI1/]H, BO3HHKAIOUIHMX B XOI€ €€
SKCILTyaTaluH,

— mpoBepka [ApaMeTpPOB  HACTPOWKH M [PaBUJIBHOCTH (YHKIMOHUPOBAHUA
[POrPaMMHOT0 00eCTIeYeH|s H CPEJICTB 3aLAThI HHpOpMAIHH (manee — C3H);

—  KOHTpOJIb COCTaBa TEXHUYECKUX CPECTB, MPOrPAMMHOI0 00eCTIeYeH S 1 C3U;

—  cocrosuue yuera C3U;

—  COCTOSHME ydYeTa CpeiAcTB MHU(PPOBAILHOH (xpurnrrorpaduueckoi)  3aUIUTHI
AH(pOpPMAIH;

—  COCTOSHHE y4eTa CheMHBIX MalIMHHBIX HocuTenei [1]1x;

—  cobmozenue npasun gocryna K [TJ1H;

—  KOHTPOJb HAIMYHMs (OTCYTCTBHS) (AKTOB HECAHKIIMOHHPOBAHHOTO J0CTYIA K [11x;

—  cobmonenne noms3oparenavu VCII/IH napoisHOU NOTUTUKY,

—  cobmosaenue nosb3oparessMu VICITIH aHTUBAPYCHON MOTHTHKH;

—  cobmonenune nonp3osarensmMu MCIT/Ia npasui paboThl CO CHEMHBIMH MAIIHHHBIMH
Hocutensmu 11/1H;

—  KOHTPOJB COOMOIEH)s pabOTHUKAMU TPeOOBaHUH JIOKATBHBIX HOPMATUBHBIX aKTOB,
B T.4. TpeOOBaHMH 3aKOHO/IATEIBCTBA 10 BONPOCaM o6paborkn u 3ammTsl [1]1H;

— peuBienne ysspumoctedr B MICII[[H ¢ MCHOMB30BaHMEM  CIEUUATH3HPOBAHHBIX
CPEJICTB HHCTPYMEHTATBHOIO aHAIN32a 3aIHIIIEHHOCTH.

3.9. Bce paGoTuuku 00s3aHBI 10 TpeOOBAHHIO <WICHOB KOMHCCHHM MPEIBABHTEL JUIA
[POBEPKH BCE UMCIISIIIAECS 32 HAME MaTepHaibl H JOKYMEHTBI, 1aTh yCTHBIC HIIH MHCHMCHHBIC
00BSCHEHHS 110 CYIIECTBY 3aJaHHBIX KM BOIIPOCOB.

3.10. Ilo 3aBepineHHH BHYTPEHHEr0 KOHTPOJA KoMmHccHelt cocraBnsiercss «AKT 0O
IIPOBEJICHHH KOHTPOJIsl COOTBETCTBHS 0OpabOTKH NEPCOHABHBIX IaHHBIX), ¢bopma KOTOPOro
npuseziena B [Ipuioxkennn 2 K HacToseMy Pernamenty.

3.11. B «AkTe O NpOBEJEHHH KOHTPOJS COOTBETCTBUS OOpabOTKM IEpPCOHANBHBIX
JAHHBIX)» YKa3bIBAKOTCS:

—  [epeyeHb MPOBEICHHBIX MEPOTIPUSTHH;



—  BbUIB/ICHHBIE HAPYIIECHUS,
—  MepONpHSTHS 0 YCTPAHEHHUIO HAPYIICHUH;
—  pellleHus MO pe3yJbTaTaM BHYTPEHHETr0 KOHTPOJIS;
—  CPOKH YCTpaHEHHMsi HapyIICHUH.

3.12. TlepHOAMYHOCTH ITPOBEICHHUs BHYTPEHHETO KOHTPOJIS COCTAaB/IACT HE PEKE 1 paza B
rozl.

3.13. TlpemwnoxeHuss O CO3JaHHH KOMHUCCHH H O [JIAHOBOM/BHEIUIAHOBOM TIPOBEACHUU
BHYTPEHHEro KOHTpOJs IIpejcTaBisiorest PykoBomuTeso MOY-OOIIl cena Proxos
OTBETCTBEHHBIM 3a opranmuzauuto o0padoTku II[[H ¥ OTBETCTBEHHBIM3A obecnieueHHE
6ezonacuocta [1/{u B UCII/TH.

3.14. BHeIUIaHOBLIH KOHTPOJb IPOBOJUTCS B CIECAYIOMHUX CIIyqasx:

—  HaJMYMe T0JI03PEHHH Ha HapyIIeHHe TPeOOBAHHUHM MO 3alMTE JUDIL:S

— HauWuMe TOJO3PEHHH Ha OCYIIECTBJICHHE MONBITOK HECAHKIHOHMPOBAHHOTO
noctyna k [1/1#;

—  HajgMuMe MOj03peHui Ha cOoi B paboTe TEXHUYECKHX CPEICTB HUCIT/In, B T.4.
CpeJICTB 3aliThl HHOPMALIHH,

—  mpejcTosIas NPOBEPKa HaJ30pHBIMUA OpraHaMHu.

3.15. TlopsoK MpoBeeHHS BHEIIAHOBOIO KOHTPOJIA COBIANACT C MOPAAKOM MPOBEIACHH
TUIAHOBOTO KOHTPOJIS.

3.16. Ilpu BbIABACHMM B XOJE€ IJIAHOBOTO/BHETUIAHOBOTO ~ KOHTPOJLL HapyleHUH
TpeGoBanuii mo oOpaborke u sammre IIJIH OCYmMECTBISCTCS ONEPATHBHOE yCTpaHEHHE
BBISIBJICHHBIX HApyLIEHUH.

3.17. BrlsBleHHBIE HAPYIIEHUS JIOKHBI OBITh YCTPAHEHBI B CPOK HE npessimaronui 30
aHeH ¢ MOMEHTa YTBEpKIeHUS! «AKTa O TMPOBEJCHMM KOHTPOJA COOTBETCTBHA 00paboTKHu
NEPCOHAIBHBIX JaHHBIX).

3.18. Ilo HMCTEYeHWIO CpPOKa, JAHHOTO HAa YCTpaHEHHE 3aMeYaHHH, KOMHCCHS MPOBOIUT
MIOBTOPHBIA KOHTPOJIb.

4. OTBeTCTBEHHOCTH

4.1. OrBercTBeHHbli 3a opramsanuio o6pabotku [1Jln B VYupexaeHMH HeECET
OTBETCTBEHHOCTh 3a OPraHM3alMI0 MPOBEJCHHSA BHYTPEHHEIO0 KOHTPOJA COOTBETCTBHA
o6pabotku [1/Tn B Yupeskuerun tpeboBanusm K sauure [1/Ta.



~  BBISBIICHHBIE HAPYIIEHHUS;
—  MEpOIpPHSATHS IO YCTPAHEHHIO HAPYLICHHUH;
—  pelIeHHs 1O pe3yIbTaTaM BHYTPEHHEr0 KOHTPOJIA,
—  CpOKH yCTpaHEHHs HapyLIEeHHH.

3.12. TlepHoau9HOCTH MPOBEIEHUS BHYTPEHHEI0 KOHTPOJISA COCTABIACT HE PEXKC 1 pasa B
TOJ.

3.13. IlpemnoxeHus O CO3/[@HAM KOMHCCHH H O [LJIAHOBOM/BHEILIIAHOBOM [IPOBEIEHUHU
BHYTPEHHEr0 KOHTpOJS MpeJCTaBisiorcs PykoBoauTemo MOV-OOIll cena Proxos
OTBETCTBEHHBIM 3a opranmzammio o6pabotku [IJ[H ¥ OTBETCTBEHHBIM3A obecneueHune
6e3onacHocty [1/1n B UCIT/IH.

3.14. BHeIU1aHOBBIH KOHTPOJIb IPOBOJAUTCA B CIEAYIOIUX ClIyHdasX:

—  HaqMuMe OXO3PEHHIT Ha HapymeHue TpeGoBanuii o 3amute 11/1H;

—  HalMyMe TMOJO3PEHHH Ha OCYLIECTBICHHE IONBITOK HECAHKIHOHUPOBAHHOIO
nocryma K [1/1H;

—  manMuMe mojo3peHmii Ha cGoit B paGore Texmmueckux cpeacts MCII/lu, B T.4.
CPEJICTB 3aIUThl HH(pOPMAIIUH;

—  [pejcTosias NPoBepKa HAJ30PHBIMU OpraHaMH.

3.15. TlopsmoK MpoBeCHUS BHEIUIAHOBOTO KOHTPOJISA COBNAAACT C MOPAAKOM NPOBEICHNA
TJIAHOBOTO KOHTPOJIS.

3.16. Tlpu BeIABIEHMA B XOJ€ IUIaHOBOTO/BHEIUIAHOBOTO  KOHTPOJISA HapylIeHUH
TpeGoBanuit mo oOpaGorke u 3ammre IIJIH OCymecTBISeTCS ONEPATHBHOE YCTPAHEHHE
BBISIBJICHHBIX HapyIICHHH.

3.17. BpisiBACHHbIE HAPYIICHHS 0DKHBI OBITh YCTPAHEHBI B CPOK HE MPEBBIIIAIOMIMI 30
JHell ¢ MOMEHTa YTBEPXKIEHHs «AKTa O NPOBEICHUM KOHTPOJA COOTBETCTBHA 00paboTKu
MEePCOHANBHBIX JAHHBIX).

3.18. Tlo HCTEUEHMIO CPOKA, JaHHOTO Ha YCTpaHEHHE 3aMeYaHWH, KOMHCCHS MPOBOIUT
MOBTOPHBIA KOHTPOIIb.

4. OTBeTCTBEHHOCTH

4.1. OrtsercTBeHHbll 3a opramsanmio o6pabotku [IJlH B YupemaeHMH HeECET
OTBETCTBEHHOCTh 3@ OpPraHM3al[Mi0 IIPOBEJEHUS BHYTPEHHETO KOHTPOJA COOTBETCTBHA
o6paborku [1/Tn B Vupexaennn Tpebosanuam k auwure [1/1a.



[MTpunoxenue Nel

K PernmameHTy MPOBEIECHHS
BHYTPEHHET0 KOHTPOJIsl COOTBETCTBHUS
00paboTKH MEPCOHANBHBIX JaHHBIX B
MOY-O0I1 cena ProxoB
TpeOOBaHUIM K 3aluTe
IEPCOHATBHBIX JTaHHBIX

DOPMA

I11a# npoBe1eHNsI BHYTPEHHEr0 KOHTPOJIA
COOTBETCTBHS 00pa0OTKH MePCOHANBHBIX TaHHBIX
B MOY-0OOIII cena Poxos

PerynspHOCTB

Meponpusitue
[IpOBEICHUS

AHanu3 aKTYaTbHOCTH JIOKAIbHBIX HOPMATHBHBIX @KTOB (BHYTPEHHHX
JIOKYMEHTOB) TIO BoIpocaM obecniedeHust 6e30MacHOCTH IEPCOHATBHBIX

H :
JaHHBIX 1 pas B TpH

—  TlpoBepka COOTBETCTBHs JIOKAIbHBIX HOPMATHBHBIX aKTOB | roja WM 110
(BHYTPEHHHX JOKYMEHTOB) IO BOMpOcaM oOecIeyeHHs 0e30MacHOCTH Mepe
IIepCOHABHBIX JaHHBIX JICHCTBYIOMIEMY 3aKOHOAATEIbCTBY P® mno | ob6HoBIEHUS
3aIUTE NMEPCOHAIBHBIX TaHHBIX, 3aK0HOIATENb
—  VYyer B JIOKQJIbHBIX HOPMATHBHBIX aKTax (BHYTPEHHHX orpa Py
JOKYMEHTaX) 1O BoIpocaM obecneuerus 6€30MacHOCTH NEPCOHATBHBIX
naHHBIX u3MeHeHud B meaTensHocTd MOVY-OOIIl cena Proxo 1o
06paboTKe ¥ 3allHTE NEPCOHATBHBIX JaHHBIX.

IIpoBepka 03HAKOMJIEHHS pabOTHUKOB e MOTOKEHAAMU
jakoHomatenbcTBa P@® 1o 3amuMre  MEPCOHAIBHBIX  JIAHHBIX,
JIOKyMeHTaMu, onpeaenstommmu nonutuky MOY-OOL cena PioxoB B
OTHOIIEHHH OOPabOTKM MEPCOHATBHBIX [AHHBIX M OpraHW3alHOHHO-
Pacnops/MTEbHBIMA  IOKYMEHTAMH 1O BONPOCaM  TIEpPCOHaILHBIX
JIaHHBIX.

1 pa3 Brox

[lpoBepka  BHIIONHEHWs ~ paboTHHKamMu  —  IIOJIb30BATCIAMH
MHMOPMAIMOHHBIX CUCTEM MepPCOHAIBHBIX NAHHBIX HHCTPYKIHMH MO
JKCIUTyaTai MHOOPMALMOHHBIX CHCTEM TEPCOHAIBHBIX JAHHBIX,
TMOJIOKEHHs O pa3pelIuTeIbHON CHCTEME JIOCTYTIA.

1 pa3 Broj

[IpoBepka akTyaJbHOCTH MPaB pasrpaHUICHHUs JOCTyIa MoJib30BaTelIeH
MH(pOPMAITHOHHBIX CHCTEM IIEPCOHATBHBIX JIAHHBIX, HEOOXOMMMBIX LISt 1 pa3 B ron
BBIIIOJHEHHS JIOJDKHOCTHBIX 005S3aHHOCTEH.

[lpoBepka AaKTYaTbHOCTH ONPENENCHHBIX yrpo3 0Oe30macHOCTH
NepPCOHANBHBIX JAHHBIX JUIS HHPOPMAIMOHHBIX CHCTEM MEPCOHATBHBIX 1 pa3 B ron
JAHHBIX.

[IpoBepka [OJHOTHI ~ PEATM30BAHHBIX ~ TEXHHYECKHX Mep 1O
obecrieyeHnI0 Oe30macHOCTH HepCOHATBHBIX JTaHHBIX B 1 pa3 B ron
HHQOPMAIMOHHBIX CHCTEMaxX MEPCOHAIbHBIX JAHHBIX C Yy4ETOM




Mepomnpuste

PerynsiprocTth
[IPOBECHUS

CTPYKTYpHO-(QYHKIHOHATBHBIX —~ XapaKTEPUCTHK — HHPOPMALMOHHBIX
cucTeMax TMePCOHATBHBIX JIAHHBIX, WH(POPMAIMOHHBIX TEXHOJIOIHH,
ocobenHocTel  (QYHKIIMOHUPOBAHMS ~HHPOPMALUOHHBIX — CHCTEMaX
IEPCOHATBHBIX JIaHHBIX. '

i/

[IpoBepka  Hamu4us  CEPTU(GUUMPOBAHHBIX  CPEICTB  3AIIATHI
uHpOpManMK, B CIydasX, Korja MPUMEHEHHE TaKHX CpEACTB
HEOOXOAMMO Ul HEHTpaIU3aliy aKTyalbHBIX Yrpo3 0e30macHOCTH
[IEPCOHAIBHBIX TAHHBIX.

1 pa3 Broj

[IpoBepka mpaBw1 oOpaimleHHss €O  ChEMHBIMH — MAalIUHHBIMH
HOCHTEJIIMHA NIEPCOHAIBHBIX JTaHHBIX.

1 pa3 B rog

[lpoBepka  aKTyalbHOCTH  MHMOpMaUMHM,  COZEpXKameHcs B
VBenomiieHnun 00 obpaboTke MepCcOHATBHBIX JaHHBIX,
npexocTaBineHHol B PockoMHam30p.

1 pa3z B roz

10.

[lpoBepka  COOTBETCTBMs  YCIOBUH  MCHOIb30BaHHS  CPEICTB
KpUMTOrpadHUyuecKoil 3ammThl (IPH MX MCIOJIB30BAHMH) YCIOBHAM,
peycCMOTPEHHBIM SKCILTyaTallHOHHOM " TEXHUYECKOH
JIOKYMEHTaUEH K HUM.

1 pa3 B roa

11.

BeisBieHde  yA3BEUMOCTei B HHQOPMAIHOHHBIX  CHCTEMax
EePCOHANBHBIX J@HHBIX B T.4. B CHCTEME 3allUThl C MCIOIb30BAHMEM
CpejICTBa HHCTPYMEHTAJIBHOTO aHaIN3a 3alHINCHHOCTH.

1 pa3 B roa




[Tpunoxxenue Ne2

K Pernamenty [IPOBEICHHS
BHYTPEHHETO KOHTPOJIS COOTBETCTBHSA
00paboTKH MepCOHANBHBIX JaHHBIX B
MOVY-0O0IlI cena ProxoB
TpeGoBaHMIM K 3aIuTe
NepCOHATBHBIX JaHHBIX

" ®OPMA
AKT

O npoBe/IeHHH KOHTPOJIS COOTBETCTBUS 00pabOTKH -
MEPCOHATBHBIX JaHHBIX

Komuccus B cocrase:

[Ipencenarens:

YneHbl KOMHCCHH:

1.

2.

3.
COCTABHMJIA HACTOSIIMHN aKT O TOM, YTO KOMHCCHEH ObLIH IIPOBENCHBI MEPOIIPUATHS 110 KOHTPOIIO
COOTBETCTBAs 00paGoTKH nmepcoHanbHbX AanueixB MOY-OOII cena ProxoB  TpeOoBaHUAM K
3aI[UTe TEPCOHANBHBIX JaHHBIX. Pe3ynbTaT npoBeIeHHOrO BHYTPEHHETO KOHTPOJIA OTPAXKEH B

Tabmuue 1.

Tabmmna 1
Meponpustus Cpok
Ne BrisiBiieHHBIE 1o npoBefieHus | OTBETCTBEH
Meponpusarue
n/n HEJ0CTaTKH yCTpaHEeHHIO MEpPOIpHs HOE JTHII0
HEeIOCTaTKOB THH

BHYTpeHHHII KOHTPOJb MPOBOAWICS B COOTBETCTBMM ¢ «PerjaMeHToM IMpOBENCHHS
BHYTPEHHEr0 KOHTPOJISI COOTBETCTBHS 0OPabOTKH MEPCOHATBHBIX JAHHBIX B MOY-OOII cena
ProxoB TpeGOBaHUSM K 3alIMTE MEPCOHAIBHBIX JAHHBIX).

[Ipencenarerns:

YieHbI KOMHCCHUH:
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[Tpunoxenne N3
K mpuKasy oT «04» mapta 2022 r.Ne 100

HUHCTPYKIIUA
M0/Ib30BaTe I HH(POPMAIHOHHBIX CHCTEM EPCOHAIBLHBIX TaHHBIX
MOY-0O0III cenxa Proxos

1. TepMunbl 1 onpeaeneHust

ABTOMATH3MPOBaHHOE pabouee MeCTO — TPOTPAMMHO-TEXHHYECKHH — KOMILIEKC,
TpeHa3HAYeHHBIH JUIS aBTOMATH3AIUH JIeSTEIbHOCTH ONMPE/IEICHHOT0 BU/A.

AHTHBMpYCHAs 3all{Ta — 3allUTa HHQOpPMAIMH M KOMIIOHEHTOB uH(pOpPMaAIIMOHHOH
CHCTEMBI OT BPEIOHOCHBIX KOMIIBIOTEPHBIX POrpamMM (BUPYCOB) (0OHApYKEHHE BPEOHOCHBIX
KOMITLEOTEPHBIX IIPOrpaMM (BHPYCOB), OIOKHPOBaHHE, H30JHPOBAHUE «3APAKECHHBIX) 0OBEKTOB,
yJajeHHe BPeJOHOCHBIX KOMITBIOTEPHBIX IIPOrpamMym (BHPYCOB) H3 «3apAKCHHBIX) 00BEKTOB).

WudopmalmoHHas cHcTeMa NEPCOHANBHBIX JaHHBIX — COBOKYIMHOCTb COACPXKAIIUXCSH B
6a3ax JAHHBIX MEPCOHATBHBIX JIAHHBIX H O0ECTIEYMBAIOIIMX UX 0OpaboTKy WH(GOPMAIHOHHBIX
TEXHOJIOTHH U TEXHHYECKHX CPE/ICTB.

O6paboTKa MEPCOHATBHBIX JAHHBIX — J00OE JeHCTBHE (onepanus) WIA COBOKYIIHOCTh
neficTBuil (onepaiyii), coBepIIaeMBIX ¢ HCIOJb30BAHHEM CPEICTB aBTOMATH3ALMH HIIH 6e3
HCIIONB30BAHMS TAKMX CPEJICTB C TMEPCOHATBHBIMH JAHHEIMH, BKmodas cOop, 3amuch,
CHCTEMATH3AIMIO, HAKOIUICHHE, XpaHeHue, yTouHeHne (0OHOB/ICHUE, H3MCHEHNE), H3BIICUECHHE,
HCIIONB30BaHMe, Tepefady (pacnpocTpaHeHHe, IPeJOCTaBIEHHE, IOCTYIN), 0Oe3THuMBaHUE,
6J10KUpOBaHKE, yIATCHUE, YHHUTOKEHHE IEPCOHATBHBIX TaHHBIX.

KondunenuuanbHocts HHGOpMauuM — 00s3arenbHOe JUIA  BBINOJHCHHSA JIHILOM,
MOJIYYMBIIMM JIOCTYN K OINpeJeNeHHOH HEdopMaiyu, TpeOOBaHHE HE MEpejaBaTh TaKyro
MH(OPMALIMIO TPETHHM JIHIIaM Oe3 cornacusi ee 00mamares.

[lepconanbHble AaHHble— JoOas MHGOpPMAlHMs, OTHOCAWAACH K MPIMO WIH KOCBEHHO
OTpe/IeIeHHOMY WITH OTIpefieTisieMoMy (husuuecKoMy JHIY (CyOBEKTY NEPCOHATIBHBIX NaHHBIX).

[Monb3oBatens HHPOPMAIMOHHON CHCTEMbl MEPCOHATBHBIX JAHHBIX — PabOTHHK,
ocyILIecTBISIOMH  06pabOTKY —IepCOHATIBHBIX JaHHBIX B HMHQOPMAIMOHHOH CHCTEME
MEePCOHAIBHBIX JTAHHBIX.

CpeCTBO AHTUBMPYCHOH 3alIMTHl — MPOIPAMMHOE CPEICTBO, peanusyomee QyHKIuH
OGHAPYKEHHS KOMIBIOTEPHBIX [pOrpamMM JHOO MHOH KOMIIBIOTEPHOH uH(pOpMaLUH,
[Ipe/IHA3HAYEHHBIX [UIsl HECAHKIMOHHPOBAHHOTO YHUUTOXKEHHUS, OIOKAPOBAHHS, MO AH(HKaLUH,
KOMMPOBAHUA  KOMIIBIOTEPHOH MHQOpMANWH WIM  HEHTpanu3alMH  CpEeACTB  3alUTEI
UH(pOPMAIIMHY, a TAK)KE PEArMpOBAHMS HA 0OHAPYKEHHE ITHX IPOrPaMM K HH(pOpMAaIiH.

CpencrBo 3ammthl  MHGOPMAIMM — TIPOrpaMMHOE  OOecrevueHHe, pOrpaMMHO-
anmapaTHoe ~ ofecredeHde, —anmapaTHoe — o0ecredeHWe,  BEMIECTBO  WIM  MaTepual,
npeHa3HAYeHHOE WM HCIOIB3YeMOoe IS 3aIUThl HH(OPMAIHH.

2. O01mHe MoJI0KeHHA

Hacrosimas UHCTpyKumsi mmoibs3oBates HHQOPMALMOHHBIX CHCTEM TIePCOHATBHBIX
narabix MOY-OOIII cena Pioxos (nanee — MHCTpyKIuMsi) onpejenseT 00sI3aHHOCTH, MpaBa
OTBETCTBEHHOCTh PaGOTHUKOB mpu paboTe B HMHPOPMAIMOHHBIX CHCTEMaX IEPCOHATbHBIX
naunHeix (manee — UCI1In).

TpeGopanus HacTosimel UHCTPYKIHMK SBISIOTCA 00s3aTeIbHBIMEA /Ul BCEX PabOTHHKOB,
OCYIIECTRISIOMMUX 06paboTKy M 3aLIATY MepCOHATBHBIX NMaHHbIX (manee — [1]H) B UCII O —
nonb3opareneit UCIT/1a (nanee — [Tonb30BaTen).
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K sammmaemoii uadopmamuu, obpabdarsisaemoiit B UCI/lu (mamee — VYupexenue),
otHocsites T1JIH, ciyxeOHas (TexHonormyeckas) MH(pOpMALUS CHCTEMBI 3AUIATHL H JIpyras
uH(popMaIHs OrPaHUYEHHOTO JOCTYTIA.

Bee nompzosatenn VMCIH Yupexaenus J0IKHEL ObITh 03HAKOMIIEHBI ¢ TPEOOBAHHAMHU
Hacrosieid MHCTpyKIUH MO/ MOANHUCS.

Hacrosimas VIHCTpYKIMs sBJsieTcsl JOINOJNHEHHEM K JICHCTBYIOIMM JIOKAJIbHBIM
HOPMATHBHBIM aKTaMm (BHYTPEHHHM JIOKyMEHTam) IO BOIpPOCaM obecriedenusi 6€30MacCHOCTH
cBelleHHH KOH(MICHIMAILHOIO XapakTepa, B TOM 4HCIe H [1Jlu, ¥ He HCKIKOYaeT
003aTeNIbHOrO BHINOHEHHS UX TPeOOBaAHMIA.

3. Jlonyck nmoJib30BaTeieil K HHPOPMAHOHHBIM CHCTEMAM NePCOHATBHBIX IaHHbIX

Jlonyck nosb3osarenedt k padote ¢ [1/{u B UCIIJIH ocymecTBAA€TCS B COOTBETCTBHH €
«Ilepeunem nomxkHoctedt paborarkoB MOVY-OOI cena PioxoB, T0MyMIEHHBIX K obpabotke
IEPCOHAIBHBIX JaHHBIX).

K camocTosITe/IbHOM paboTe HA aBTOMATH3HPOBAHHBIX PabOYHX MECTax (naee —APM),
pxomsmmx B cocrap MCIIJ[H, AomycKaloTcs THUA, W3ydHBIIHE TPeOOBaHHS HACTOSIICH
MHCTPYKIMH H JIOKATBHBIX HOPMATHBHEIX aKTOB MO 3alMTe HH(OPMAIHH, OCBOMBIIKE NpaBUIa
skcruryatauut APM H TeXHHYECKHX CPEe/ICTB 3allHTHI.

Jlonyck TPOHM3BOJMTCS TOCIE TPOBEPKHM 3HAHMS HACTOAIIEH VHCTpYKUUH |
IPaKTMYECKHUX HABBIKOB B paboTe.

4. O083aHHOCTH MOJIL30BATEH

Kaskapii [Top30BaTeIb MMEIOIIHM AOCTYN K aniapaTHbIM CpeACTBaM, MpOrpaMMHOMY
obecrieyennio 1 nanHsM VCIIJIH, HeceT MEPCOHATBHYIO OTBETCTBEHHOCTh 32 CBOM JECHCTBHUS U
00s3aH:

4.1. Crporo co6mofaTh yCTAaHOBICHHbIE INpaBUiad OOECTICUCHHS 0e30macHOCTH
uH(bOpMalKK IpH paboTe ¢ IPOrpaMMHBIMH M TEXHUUECKMMH CPe/ICTBAMH NCIIn.

4.2. 3HaTh W CTPOrO BBINOJIHATH NpaBHiIa pabOTEl CO CPEACTBAMH 3aIIHUTEI uH(pOpMaIIH,
ycranosienHbiMA B UCII]IH.

4.3. Bemonuath TpebOBaHus 110 aHTHBUPYCHOH 3aIllUTE B YaCTH, Kacatoiencs J1eHCTBHA
[lonb3oBaTemnei.

4.4. Heme[IeHHO CTAaBHTh B H3BECTHOCTh OTBETCTBEHHOro 3a obecreueHHe
6ezonacuoctu [1/{s B UCI1/{a wiu agmuauctparopa MCIIx:

TP [0I03PEHUH KOMIIPOMETALUH JIAYHOTO Mapos;

HECAHKI[MOHMPOBAHHBIX (IIPOU3BEIEHHBIX C HapyHIEHHWEM YCTAaHOBJICHHOTO nopsaKa)
M3MEHEHMH B KOH(UTYpaIiK IIPOrpaAMMHBIX HJIH allllapaTHBIX CPE/ACTB UCTIn;

OTKJIOHEHHU# B HOPMAJIbHOM paboTe CHCTEMHBIX H MPUKIIAIHBIX IPOrpaMMHBIX CPEICTB,
sarpyaustomux sxcruryaranuio MCITTu;

HEKOPPEKTHOTO ()YHKIIMOHUPOBAHHUS YCTAHOBJICHHBIX CPE/ICTB 3aIUTEL,

OGHAPYKEHNs HENPEITYCMOTPEHHBIX OTBOJIOB Kabesell i MOAKIIOYCHHBIX yCTPOHCTB;

obHapyxeHHst (aKTOB, IOMBITOK HECAHKIMOHMPOBAHHOIO JOCTyMa H - Ciydacs
HAPYIIEHHs YCTAHOBJICHHOTO ropsaaka oopadorku [1/1H.

4.5. DKpaH BH/ICOMOHHTOpa B MOMEIICHHH pacnojarate BO BPEeMs paboThl Tak, YTOOBI ~
HCKITIOYAach BO3MOXKHOCTH O3HAKOMJICHHS ¢ OTOOpakaeMoil Ha HHX HHGQOpMAIHEH
[MOCTOPOHHUMH JIMLAMH.,

4.6. Ionszosaremsim UCI1/In 3anpemaetcs:

OTKMIOYATh  (GJIOKMpOBaTh) CpeACTBA 3alIMTBl  MH(pOPMAIMH, NPEAYCMOTPEHHbBIC
OpraHu3alHOHHO-PACIOPAAUTENbHBIMEA JOKYMEHTaMH Ha UCITH;

IPOU3BOUTL KaKWe-THOO H3MEHEHHsl B ONEKTPHYECKHX CXEMaX, MOHTAXE H
pasMeIeHNH TEXHUYECKUX CPEJICTB;
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CaMOCTOSITEIbHO YCTAHABIMBATH, THPAXKUPOBATH, MM MOJU(PHIHPOBATL IIPOrPaMMHOE
obecrieueHHe, W3MEHATh YCTAHOBICHHBIH airopuT™M (YHKIHOHHUPOBAHHS TEXHHYECKHX H
[POrPaMMHBIX CPEICTB;

obpabarteieate B MCII[lH wunHbOpMALUIO U BBIIOAHATH Jpyrue paboThl, HE
npeaycMoTpeHHble nepeyneM npas Ilonb3oBatens mo goctymy k MCIT/IH;

coob1marh (U nepesiaBarh) MOCTOPOHHUM JIMIIAM JIMUHBIE aTPUOYTHI U APOJIH JIOCTYIIa
k pecypcam UCII/In;

pabotats B UCI1/{H npu oOHapyKeHUH KaKuX-TMO0 HEHCIIPaBHOCTEH;

OCTaBJIATH BKJIFOYEHHBIM Oe3 mpucmorpa APM, He aKTUBH3MPOBAB CPEACTBA 3ALIMTHI OT
HECAHKIIMOHUPOBAHHOI'O J0CTYIIA;

YMBIIUIEHHO  HCNOJIb30BaTh HEAOKYMEHTHPOBaHHBIE CBOWCTBA ¥  OWMOKH B
IPOrpaMMHOM O0ECTICYeHHH WIN B HACTPOMKax CPEACTB 3allUThl, KOTOPBIE MOTYT IPHBECTH K
03HAKOMJIICHHIO C 3ammuinaeMoii HHdopmanueit mocTOPOHHUX JIUIL;

MPOU3BOIUTE IepeMelieHust TexHudeckuX cpeacts APM  6e3 cornacosanus ¢
OTBETCTBEHHBIM 3a obecneuenue OesonacHoctr [1/In B UCTT/TH:

BCKpBIBATH KOpIyca TEXHHYECKHX cpeAcTB APM u BHOCHTH M3MEHEHHMsS B CXeMy H
KOHCTPYKIHIO YCTPOHCTB.

5. Opranuzauusi padoTsl CO CbeMHBIMH MAIIHHHBIMH HOCHTE/IAMH HHpOPMALIHI

5.1. Oprauuzanus paGoThl CO CHEMHBIMH MAIIMHHBIMUA HOCHUTESIMU HH(OpMaNuu (nanee
— CMHMW), conepxamue I1[H u unyio undpopManuio KOHQHICHIMAIBHOIO XapakTepa,
ocyuiectiaseTcss B cootBeTcTBUM ¢ «[lopsakom obpaineHuss co ChbeMHBIMH MAalIMHHBIMHA
HocuTensMu uHpopmarun B MOV-OOILII cena Proxos.

5.2. [Tone3oBaresu 00si3aHbl 3HATH M COOJIIOAATH YCTAHOB/ICHHBIC TPEOOBAHUS 110 YHETY H
xpanenutro CMHN.

5.3. CMHMU pomxsbl OBITE 3aperucTpupoBanel B «KypHalie yuyera ChbeMHBIX MallHHHBIX
HOcHTeNel uHGOPMaLNY.

5.4. CMHU 3akpennsiercs 3a ONpe/eNeHHBIM JIUIOM, HECYIIUM OTBETCTBEHHOCTH 34
COXPaHHOCThL M MecToHaxoxaeHue ganaoro CMHHU.

5.5. Ilpu HeoOGxoammocTn nepenaun uHpopmamuu Ha CMHH, nuno oTBETCTBEHHOE 3a
XpaHEHHE YBEeJOMIISIET OTBETCTBEHHOro 3a obecmeuenue OezomacHoctu I1Jn B MCII[In o
HeoOxomumocTu nepenaun uadpopmanuu ¢ nomousio CMHU, nocrasaser CMHU no mecty
Ha3Ha4YeHus, nepejaeT HHGOPMALIMIO C HETO U BO3BPAIIAET €ro Ha MECTO XPAHEHHU .

5.6. Xpanenne CMHMU ocymecTtisercs:

s haen-kapT, cMapT-KapT, KOMIAKT JMCKOB | JIp.) B 3alMIIEHHBIX ceidax;

quis CMHMU, Bxoumux B coctaB MCIT/IH, mpou3BoauTes oneyaThiBaHue kopiryca APM.

5.7. Ilonp3oBarensam 3anperaercs:

3anuchiBaTh U XpaHUTh [1/IH U uHYI0 uHGOpMaNNIO KOHOUACHIIMAIBHOIO XapaKTepa Ha
HeyuyreHHbIXx CMHMU;

ocraBiate CMHWM 6e3 npucmorpa, nepeaaBaTh WX JIpyrdM JHMIAM M BBIHOCHTH 34
HpeeNibl KOHTPOIUPYEMOH 30HBI, 32 MCKITIOUEHHEM CIIy4aeB, B KOTOPBIX pa3spelleHa nepeaada
CMHU;

xpauuts CMHUW BOMM3M CUIIBHBIX WCTOYHHMKOB 3JEKTPOMArHUTHBIX M3IY4E€HHH H
NPSMBIX COTHEUHBIX JIy4Ye:

xpaHuTh Ha yureHHbIXx CMHW nporpamMbsl U [JaHHble, He OTHOCsIHUecs K pabodei
uH(pOpMAIIH.

6. Opranu3anus NapoJbHOH 3aMHThI

6.1. Opranu3anus MapoJbHOM 3alIMTHI IIPOU3BOUTCS B COOTBETCTBHHU ¢ «MHCTpyKIuei
1o naponpHo# 3amuTe vHGopmauun B MOY-OOILII cena Proxos.
6.2. JIuia, HCTIONB3YIONIKE TAPOJIU, O0S3aHBbI:
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XpaHUTh B TallHE CBOM IapoJib

YeTKO 3HATh M CTPOTO BBINOJHATH TpeGoBaHMA HacTosmed WHCTpyKIMH H ApYruX
PYKOBOJAIIUX IOKYMEHTOB;

CBOEBPEMEHHO COOOIIATh OTBETCTBEHHOMY 3a OOecredeHHe O0e30macHOCTH [Ilz B
UCIIz o060 BCeX HEMITATHBIX CHTYallMsX, HApyUICHHAX PpabOTBI CHCTEM 3alUTHl OT
HECAHKIIMOHUPOBAHHOTO IOCTYTIA, BOSHUKAIOLIMX PH paboTe ¢ NapoyisMA.

6.3. Bo Bpems BBOja maposiel HeoOXOAMMO HCKIIOYHTH BO3MOXXHOCTE €ro IMpoCMOTpa
MOCTOPOHHMMH JIML[AMH (YeJIOBEK 3a CIIMHOM, HaOIOICHHE YEI0BEKOM 33 JIBHKCHHEM [TATBICE B
NPAMOIl BUMMOCTH WM OTPAXKEHHOM CBETE) MIIM TEXHHHYECKHMH CPCACTBAMU (BHIEOKAMEDHI,
doToanmnapare! 1 ap.)

6.4. JIs mpenoTBpaIeHuUs I0CTyNa K MEPCOHATbHBIM JaHHBIM, M0JIB30BATE/]Ib BO BPEMA
nepepbiBa B pabore 00s3aH OCYIIECTBHTH OJIOKHPOBAHHE CHCTEMbI HAaXaTHEM KOMOMHALIUA
Ctrl+Alt+Delete u knonku «BrokupoBaTe» WM HaxartiHem koMOunanud Win+L.

6.5. BrokupoBanue ceanca jgoctyna nonpsosarend B UCIIJa ocymecTs/seTcs nocie 15
MMHYT ero 6e31eiiCTBUs (HEaKTHBHOCTH).

6.6. B cmyuae yrepu mapons pabOTHHK CTAaBUT B  M3BECTHOCTH  CBOETO
HENOCPE/ICTBEHHOTO PYKOBOMTES U OTBETCTBEHHOTO 3a ObecrieueHHe 6e30MacHOCTH [z B
UCIT/IH 1u1s IpUHATHS TTOC/IE YIOMUX PELIEHHH.

6.7. B ciiyuae KOMIpOMeTaIuy naposis (IPOCMOTP MOCTOPOHHAMH, PAsTJIAICHHUE AP0
W JIp.) HEOOXOMMMO H3BECTHTH CBOETO HETOCPEICTBEHHOTO PYKOBOJUTEIA ¥ OTBETCTBEHHOTO 32
obecnieyenue 6esonacuoctu [1JIn B UCTI/IH au1s NpHHSTHS NOCTIEIYIOIMX PEIIeHUH.

7. lpaBuaa paboTsl B ceTsIX 00Mmero 10cTyna H (HJIn) MeXIyHapO/IHOTro obmena

7.1. Pabora B cesix obuiero goctyna u Ha snementax MCII/IH, 1ommKHa OCyECTBIATECS
HCK/TFOUMTENBHO B CITYKEOHBIX LEISX.

7.2. Ilpu pabote B ceTsX 0OIIEro AOCTYyIA 3aPEIacTCs:

OCYINECTBIATH paboTy MPH OTKJIFOYEHHBIX CPE/ICTBAX 3AIUTHI;

TepeaBaTh Mo CETSM OOLIEro J0CTYIa 3aMMIaeMyto HHPOpMALIHIO 6€e3 HCIOIB30BaHHUs
cpeacTs mUppOBAHUS;

3anpelaeTcs cKauMBaTh W3 ceTH VIHTepHeT mporpammHoe oOecreueHHe M Apyrue
aifuTeI, e 9TO He ONpe/IeIeHO ero J0JKHOCTHBIMHU 00A3aHHOCTAMH]

3arperaeTcs MoceleHHe U HCTOIb30BaH|e CETH MIHTepHET B JIMYHBIX HETIX.

8. Iops/10K YCTAHOBKH 0GHOB/IEHHI MPOrPAMMHOT0 00ecneveH st

8.1. VYcraHOBKe KPYNHBIX OOHOBICHHIl IPOrpaMMHOTO —oOecredeHHs —IO/DKHO
NpE/IECTBOBATh  TECTHPOBaHHE HHGMOPMANHOHHOH —HH(PACTPYKTYpel ~Ha  OTCYTCTBUE
HEraTHBHBIX BO3/EHCTBHI OT yCTAHAB/IMBAEMBIX OOHOBJICHUH.

8.2. B ciyuyae oOHApY)KeHUsI HEraTHBHOIO BO3EHCTBUA yCTaHABIMBACMOTIO OOHOBJICHHS
Ha [MTaTHOEe (YHKIMOHMHpOBaHME MHGOPMALMOHHOH HH(PACTPYKTYpBI, AAHHOE 00HOBNIEHHE
YCTaHaBJIMBATHCS HE JOTDKHO 110 COTJIACOBAHMIO C aJIMHHHCTPATOPOM UCIT/H.

8.3. YcTaHOBKE HOBBIX BEPCHI MPOrpaMMHOro 0OecneueHns UM BHECEHUIO CEPbe3HBIX
U3MEHEeHHMH W JIOTNOJHEHWH B JIGHCTBYHOLIEE TMPOTPaMMHOE obecrieueHHe  JOJKHO
[pe/IIIeCTBOBaTh  TECTHPOBAaHHE HMH(POPMALMOHHOW HMHQPAaCTPYKTypbl ~Ha  OTCYTCTBHE '
HEraTUBHBIX BO3AEHCTBHI YKa3aHHOIO MPOrPaMMHOI0 00eCTIeueHH s

8.4. VcranoBKa MPOTECTHPOBAHHBIX OOHOBJIEHHH, HOBBIX BepCHil HPOrPaMMHOTO
obecrieyeHusi WM BHECEHHE HM3MEHEHHH M JOTONHEHWH B JCHCTBYIOLICE MPOrpaMMHOE
obecrieyeHre MOKeET OBITH IPOU3BEIEHO TOIBKO MO COTIACOBaHHUIO € aJIMHHHCTPATOPOM UCIIx
M OTBETCTBEHHBIM 3a obecreyenue Oezomnacuoctu [1/In B UCII/IH.
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9. Texnoorus 00padoTKH NEPCOHATbHBIX JAHHBIX

9.1. Ilpu nepsuunom jomycke k padore B MCII[ln IlombsoBatess 3HAKOMHTICH C
TpeGOBaHUSIMH PYKOBOASILIHX, HOPMATHBHO-METOAMYECKHX H OpraHu3alMOHHO-
PACTIOPAUTENBHBIX JJOKYMEHTOB 10 BONPOCAM aBTOMATH3HPOBAHHOU obpaboTku uHGOpMaANHHY,
u3yuaeT VHCTPYKIMIO, MOJTYy4YaeT TEPCOHANbHBIA HICHTH(OUKATOP MK JMYHBIA [Apoib Y
OTBeTCTBEHHOTO 32 obecneuenue 6ezonacnoctu [11n B UCIT/IH.

9.2. B nporecce padotsi [Tomssosarens nponssomut obpadotky [1/{s B UCTI/IH.

9.3. Ilpu meobxomumoctd BbBoA [1JIn u3 HCIIIH ocymeCTBIACTCS CICAYIOMIUM
obpazom:

xonmposanueM I1]In Ha yarennsie CMHU;

nepenasa [/l no xamamam CBs3M C 00s3aTeNbHLIM MPUMEHCHHEM  CPE/ICTB
KpunTorpaduyeckoi 3aiuThl.
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[Mpunoxenue Ned
K mpukasy ot «04» mapra 2022 r.Ne 100

UHCTPYKIIMUA _
110 napo/bHoii 3amute uadopmanuu B MOY-OOII cesna Proxos

1. TepMuHBI H onpe/ie/iIeHHS

1.1. ABToMaTH3MpOBaHHOE paboyee MECTO — MPOrpaAMMHO-TEXHHYECKHH KOMILICKC,
npe/iHa3HaueHHBIA JUIS aBTOMATH3aUUH JIESTEIbHOCTH ONPE/ICICHHOTO BUA.

1.2. MupopMalMOHHAS CHCTEMA IEPCOHANIBHBIX IaHHBIX — COBOKYITHOCTb COICPKAIIAXCA
B 6a3ax JaHHBIX TIEPCOHATBHBIX JAHHBIX U 00€CIIEYHBAIOIIAX HX 06pabOTKy HHPOPMAIMOHHBIX
TEXHOJIOTHIA M TEXHUYECKHX CPEIICTB.

1.3. O6paboTka NEpPCOHAIBHBIX JaHHBIX — J00Oe JeHcTBHE (omepanus) MM
COBOKYNIHOCTH  JI€WCTBHH  (omepamuif), COBEpIIaeMbIX €  HCHOJIB30BAHMEM  CPEACTB
ABTOMATH3AI[MH WK 03 UCIOJIB30BAHUSA TAaKUX CPEZCTB ¢ MEPCOHAIBHBIMHA JIAHHBIMH, BKIIIOYasd
c60p, 3amnch, CHCTEMATH3AIMIO, HAKOIUICHHE, XpaHEHHe, yTOYHeHHe (OOHOBJICHHUE, U3MEHEHHE),
W3BJICUEHHE, WCIONb30BAHME, Tepegady (pacmpocTpaHeHHe, NpPeNoCTaBleHue, I0CTY),
o6e3nuuuBanue, OJIOKUPOBaHWE, yaJleHHE, YHUUTOXKEHHUE TIEPCOHAIBHBIX JaHHBIX.

1.4. KondunenmmansHocth HHOpManuy — 00s3aTebHOE UL BBIIOTHCHHS JIMIIOM,
[OJIY4YMBIIAM JOCTYN K ONpeJeieHHOH HH(popmauuu, TpeboBaHHe HE INepejaBath TakKylo
uH(OPMALHIO TPETHUM JIHIaM Ge3 coryacus ee obanaTens.

1.5. TlepconanbHble maHHBle — Jr00as MHQOpMaIus, OTHOCAIAACH K NPIMO  HIH
KOCBEHHO OMpE/IeIEHHOMY WM OmpezessieMoMy u3uueckomy THLY (CYOBEKTY NEpCOHATbHBIX
JITAHHBIX).

1.6. TTonp3oBatens WHGOPMAITHOHHOH CHCTEMbI NEPCOHAIBHBIX AAHHBIX — pabOTHHK,
OCYIIECTBIAIOMHUA  00pabOTKYy TNEpCOHATBHBIX JIaHHBIX B UH(GOPMALMOHHONW  CHCTEME
NEPCOHANTBHBIX JJAaHHBIX.

1.7. CpeactBo 3amuThl WHOOPMALHH — HPOrpaMMHOE OOECIedYeHHe, MPOrpaMMHO-
anmaparHoe  o0ecniedenme, — anmapatHoe — obecreueHHe,  BEIIECTBO WM MaTepHal,
[peHA3HAYEHHOE WIIH HCTIOJIB3YEMOE JUIS 3allIMThl HHQOpMAIHH.

2. OO0mmue MoJI0KEeHHS

2.1. Hacrosmas WecTpyKIms no naponsHoi 3ammurte nadopmaiun 8 MOY-OOLL cena
PioxoB (mamee — WHCTpyKuus) ycTaHaBiIuBaeT TpeOOBaHHs W OTBETCTBEHHOCTH IIPH
OpraHM3alli{ TapoJIbHON 3aIUThl HH(OPMAlUH, a TAKKe ONPEIC/ACT MOPSAOK KOHTPOJ 32
JeHCTBHSMH TIOJIb30BaTeNiedl ¥ OOCIY/KHMBAIONIEro IepcoHanta HHPOPMALMOHHBIX CHCTEM
nepcoHaNbHbIX AanHbIX (qanee — MCIIJIn) npu pabote ¢ mapossiMH.

2.2. TpeGosanus Hactosimeil MHCTPYKIMH SBIAIOTCS 00sA3aTEIBHBIME /1 HCIIONHCHHSA
BceMH moJip3oBatessiva 1 axmuauctpatopami MCIIJIH MOVY-OOIII cena Proxos (manee —
YVupexkaeHue ), HCTIOIB3YIOMUME B cBoel paboTe cpesicTsa BBIUHACIUTEIBHON TEXHHUKH.

2.3. Bce mons3oparenu ¥ aamuuuctparopbl MCII[H YypexaeHus, HCHOIb3YIONIHE B
cBoeii paboTe CpeaCTBA BBHIYMCIIMTEIBHOM TEXHHKHM, [ODKHBI OBITH O3HAKOMJCHBL C
TpeGoBaHUAMHA HacTosimeH MHCTpYKIMH O POCTIUCE.

2.4. Hacrosmas WHcTpykuus sSBiseTcs JONONHEHHEM K JCHCTBYIOUMM JIOKAIbHBIM
HOPMATHBHBIM aKTaM (BHYTPEHHMM JOKYMEHTaM) IO BOTIpocaM obecredeHHs Oe30macHOCTH
CBe/IeHHH KOH(MIEHIIMATBHOTO XapaKTepa, B TOM 9HC/IE M NEPCOHAIBHBIX NaHHBIX (nanee —
[1]I8). ¥ He HCKTIOUAET 0043aTEILHOTO BBIIOIHEHNS HX TpeOOBAHHH.

3. TpeboBauus, npeIbsBisieMble K HICHTHYHKATOPAM (KOJaM) H HAPOJIAM (mopsok
dopmupoBaHus ¥ 00panIeHHs ¢ HUMH)
3.1. Asropuszauus moms3oBarerneit MICIIJla  ocymectsiseTcs nyTeM — BBOZA
uaeHTH(UKATOPA U/HJIK NapoJIs.
3.2, TpeGosanus kK GOPMHPOBAHHIO MapoJiel K OOPALICHHIO ¢ HUMH.
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X241, [Tapons Gopmupyercss TIpd  CO3TaHHA y4YeTHOH 3aliCH  OTBETCTBCHHBIM
obecreuenne 6ezomacHoctu [1JIn B UCIIIH win aAMHHHCTPATOPOM UCII/IH, mpy NepBAYHOM
BXOJI€ B YUETHYIO 3aIMCh apoJib J0JKCH ObITH M3MEHEH BIIAJIC/IbIIEM.

3.2.2. Bl1a/ie 11161 JIAYHBIX TIapoJiedl 06s13aHbl 00eCHeduTh UX TalHy.

3.2.3. [Tapo/x reHepupyrOTCs C Y4ETOM CIIEYIOLHX TpeOOBaHUI:

—maposIk J0JKEH 3HaTh TOJIBKO €ro BiIazeiel;

—7IMHA TTapoisl JI0JKHA OBITh HE MeHee 8 CHMBOJIOB!

—B mapoJjie 00s3aTeIbHO JOJUKHBI MPUCYTCTBOBATH Kak uudpsl, Tak © OyKBBI Ha
BEpPXHEM M HHJKHEM PErUCTpax;

—[aponb He JOKEH BKIIOYATh CMBICIOBYIO HAIPy3Ky (umena, Gamunny,
HauMEHOBaHMS OpraHW3allMi, YIull, TOpoAoB H T.1.), OOUENpHHATEIE COKpAlICHHs
(userOl, password02 ¥ T.IL.) M TOCJIEIOBATC/IBHBIC COHYCTAHHA KJTABUII KJIaBHATYPbl
(qwertyOl, Unykenl2);

—MaKCHMaJIbHBIN CPOK AEHCTBUS MapOJId COCTABIACT 120 pHeii;

—MUHHMATBHBINA CPOK JeHCTBUS Mapois COCTaBIACT 2 nH4;

—KOJIMUECTBO HEYAAYHBIX MOMBITOK BXOZA B CHCTEMY, MPUBOIAIICE K O10KUpOBKE
YYETHOM 3aIMCH MOJIB30BATENS JIOIKHO ObITH He Oonee 6.

3.24. TpebGosanmst K (OPMHPOBAHHIO maponell  00ecrnedMBatOTCS  TEXHHYECKHMHU
BO3MOYKHOCTSIMM MCTIONB3YEMBIX OIEPAIHOHHBIX CHCTEM, CPEACTB 3alUTHI uaopManud u
MH(pOPMAIIHOHHBIX PECYPCOB.

3:2.s [onHas TIaHOBAsS CMEHA MAapojeil Monb3oBaTeled J0JDKHA [POBOAMTBCA
perysipHO, He peke OIHOro pasa B HOIroia. BHeljjaHOBasi CMEHa Tapojis MPOU3BOMUTCS B
ciIydae ero KOMIpOMETaIH, a TakKe 1o npocsbe nozs3osarens UCI/TH.

3.2.6.  XpaHeHue M0JIb30BaTEAMU VCII/ls 3HaueHM# cBOMX maponeil Ha OyMaXHOM
nocutene SATIPEILIEHO.
32T [Tonb3oBaTeNs He WMEET MpaBa COOOLUIMTH JIMYHEIH Tapoib APYrHM JHIEM

(pasperuaeTcsi TONBKO € COTIACOBAHMS OTBETCTBEHHOTO 3a obecriedeHre 0e30MaCHOCTH HIIH
ampmuanctparopa UCIIJIH mpu Hanuduy TeXHOJIOrHYecKOW HeoOXOAUMOCTH HCIIOTB30BaHUA
yMeH W maponeil pabOTHMKOB B HMX OTCYTCTBHE B CilyHae BO3HUKHOBEHWS HEIITATOHBIX
cuTyanmii, opc-MaKOPHBIX 00CTOATENBCTB U T.I1. [lo Bo3palIEHUIO PAOOTHUKH 00s3aHbI Cpasy
JKe CMEHHTH CBOM ITAPOJIH HA HOBbIC 3HAUYCHHS COITIACHO naHHOM VIHCTPYKIMH).

3.3 [lopsmok CMeHBl TApoied {IeHTH)HUKATOPOB [PU  HU3MCHCHMSAX B
OpraHuU3aIHOHHO-IITATHON CTPYKTYPE (kapoBbIe IIEPECTAHOBKH, YBOJLHEHHE paGOTHHKOB):
3.3.1. [Tpu MpeKpalleHHH TeHCTBUS TPYAOBOrO J0ToBopa ¢ pabOTHHKOM BCE CO3/IaHHBIE

7U1s 3TOr0 paboTHHKA YUYETHBIE 3alHUCH (I071b30BATEIILCKOE MMsI) TIOIENKAT OJIOKMPOBAHHIO HE
[o3HEee, UeM B JEHb YBOJIbHEHHS pPaOOTHHKA. [onHoe yAaleHHWE YYeTHBIX 3alliceH
[POM3BOJMTCS B TeUeHHH 5 PabounX qmeit co aHs yBOnbHeHHMs paboTHuMKa. OCHOBaHHEM i
GJIOKHPOBAHHS M TOCIEAYIOWEro yAaleHUs yHCTHBIX sanucell paboOTHHMKA SBJIAETCH 3adBKa,
[Ipe/ICTAB/IEHHAs HETMOCPEICTBEHHBIM PYKOBOIUTEIIEM YBOJILHSEMOTO HE IMO3JHEE, YeM 32 3
pabounX JHS JIO IHS er0 YBOJIBHCHHUS.

332, [lpu  NpOBEJEHWMHM  OPraHM3alMOHHO-IMTATHBIX MeponpusTAil  (KaapoBble
[IepecTaHOBKM) HENOCPECTBCHHBIN PYKOBOAUTED CTPYKTYPHOTO IOZpasfienieHusi 00s3aH
[Ipe/ICTaBUTh AIMHHACTPATOPY UCII/1u 3a8BKy Ha H3MEHEHHUE B I1paBax NOCTyNa.

34. [TopsiIoK AEHCTBHHA ITPH KOMIPOMETAIHA HIeHTHPUKATOPOB U MapOJIeid.

34.1. [lox xoMmpoMeralyedl MOHHMAETCA: yTpaTa IapoIid y4eTHON 3amucu H (MiH)
naposs uaeHTHdUKATOpa, pasr/ialieHne yYETHOM 3aIlkCH IapoIls HJIA Maposd uieHTHUKaTOpa
(sIBHAs KOMIIPOMETAIINA), UM MHAs CUTyalus, KoTopad faet OCHOBaHHE IS IPEANOIOKESHUSA O
HapyIIeHHH KOH(HICHITHATLHOCTH NaposieH 1 HICHTH(UKATOPOB (HEesIBHAS KOMITPOMETAIHSA).

3.4.2. [Ipu sBeisBaeHnn Gaxra yTpaThl Mapoid, pasriameHds Mapois, Tapoid
ueHTHHKATOPA, CAMOT0 MIEHTH(HUKATOPA MOIE30BATEIb 06513aH He3aMeUTUTEIBHO COOOIHATE
0 JaHHBIX (AKTaX CBOEMY HEIOCPEACTBEHHOMY PYKOBOIUTEIIO H OTBETCTBEHHOMY 3a
obecneuenne 6ezomacHocty I1J1H B UCTI/IH niu aiMHHACTPATOPY UCTIds.
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3.43. B ciyuae BbisiBieHus (akTa KOMIIPOMETALMH HICHTH(QUKATOPOB H naponei
nonp3opares agmunucrpatop MCIIJIH uin OTBETCTBeHHBIH 3a oOecreueHue 0e30MacHOCTH
[1/1a B UCITJIH 06si3an HeMeUTeHHO 3a0/I0KUpOBaTh YUYETHYIO 3alHCh JAHHOTO MOJIE30BATEN H
He3aMeTUTE/IbHO IIPOU3BECTH BHEIIAHOBYIO CMEHY MapoJIs JULA 3TOTO MOJIb30BaTe .

4. IlpaBa u 00513aHHOCTH
4.1. Ocuosable 3a1a4u agmuauctparopa UCIT/Ix:

—  OpraHM3allis YCTAHOBKH CPEJICTB HICHTH(UKALUH U ayTeHTU(UKALUY;

—  OpraHu3anys NapoJIbHOM 3allUThI BO BCEX UCTTn;

—  BBIjaua MEpBHYHBIX MApOJIe, U JIEKTPOHHBIX NEPCOHATHHBIX HACHTH(PHKATOPOB H
napoJsici K HUM;

—  OCYIIECTBIGHHE KOHTPOJsL 33 COCTOSHMEM CHMCTEMBI TapOJbHOH  3allUTBI
urdopmanun B UCII1JIH.

4.2. Anvuauctparop UCII/In umeer npago:

—  BHOCHTH TPEUIOXKEHHS IO COBEPLICHCTBOBAHMIO CHCTEMbI MApOTbHOM 3allATHI
unbopmannu B UCII/{H;

— [OpUHMMATh YYacTHe B ILUIAHMPOBAHWM MEPOTPHSTHH TIO [apoLHON  3aluTe
nadopManmn B MCII/laM 1iaHMpOBaHUK OCHALICHHS CPEACTBAMU HaeHTUPUKaLuH
U ayTeHTH(UKALH;

—  OCYLIECTBIATH KOHTPOIIb COCTOSHHS CPEJICTB MACHTU(HKAINK 1 ayreHTHUUKaIUYU B
NUCII/In;

—  HMHHUIMMUPOBATH CIIYKeOHbIE IPOBEPKH U y4acTBOBATh B MPOBCACHUH paccieioBaHu
no (akramMm KOMIIPOMETAITHH;

—  OKa3plBaTh NOMOIIb B pEIIeHHH Npo0jeM, BO3ZHHKAIOMMX MPH SKCILIyaTaluH
Cpe/icTB HACHTHGUKAIMY U ayTeHTHHUKAIMH.

4.3. OO6s3aHHOCTH B YACTH MApOJIBHON 3alHUTHl HHGOPMAIMU OTPAXKEHbI B HHCTPYKIIHH
agmunucTparopa UCIT/Ta.

4.4. Tlons3osarensm MCIIJIH B cBoeit paboTe 3anperaercs:

—  coobwarb KOMy-THO0 CBOW JIMYHBIH Mapojib W/WIM Napolk K OIEKTPOHHOMY
IIEPCOHAILHOMY MIEHTH(HUKATOPY;

—  mepenaBaTh KOMY-/1100 BbIIAHHBIH 3/IEKTPOHHBIH [€PCOHANBHBIN UIEHTH(DHUKATOD;

—  ocymecTruaTh Bxoj B onepaunonnsie cuctembl WCIIE u B HH(pOpMaAMOHHEIE
pecypchl 1O/ TyKUMH HICHTH(HKATOPAMH U TTAPOIISIMH;

—  OTKJTIO¥ATH CPE/ICTBA HIACHTH(GHKAINH U ayTeHTU(HKAIIHH.

4.5. B cinydae nosBIEHHS NOAO3PeHHI Ha (AaKT KOMIPOMETAIHM M@poisi, a TaKKE B
clyyae BBISBJICHHS WMHIUACHTOB ((akToB M T.I.), CBA3AHHBIX CO cbosiMu B paboTe CpeICTB
ureHTAGHKAINH ¥ ayTeHTH(UKALHH, TT0/Ib30BaTe/ll 00s3aHbl HEMEUIEHHO npouH(GOPMHPOBATH
06 3TOM OTBETCTBEHHOTrO 3aobecmeuenue HesonacHoctd I1/In B UCIIJH mim agMUHHCTpaTopa
UCII/IH.

5. OTBeTCTBEHHOCTb A0UKHOCTHBIX JIMIl B PAMKAX CHCTEMbI MAPOJIbHOMH 3aMHThI

nHpoOpMaHH

5.1. Tlomp3oBaTenH. OTBETCTBEHHBIN 3a obecneuenue Gesonacxoctu I1/In B UCIIIH u
anvmuaucTpatop HWCIIJIH HecyT OTBETCTBEHHOCTb 32 HEHAMIEKAUIEE MHCIOTHCHUE HIH
HEWCIOJIHEHNe CBOMX 00sS3aHHOCTEH, pelycMOTPEHHBIX HacTosmel MucTpykuued, B npejenax,
OIpeeeHHBIX AeHCTBYIONMM 3aK0HOIaTebeTBOM Poccuiickoii Deiepattuy. 3a HecoOmoieHue
TpeboBanmii 3akoHOzmaTenbcTBa Poccuiickodi  @enepalid  NMPEAYCMOTpeHA  IpaKlaHCKasd,
YIOJIOBHAS, IMUHACTPATHBHAS, TUCIUIIIHHAPHAsE OTBETCTBEHHOCTD.

5.2. Tloms30BaTeln, OTBETCTBEHHBIH 3a obecneyenue GesomacHoctH [1/lH B UCIIx u
ammuanctpatop VCIIJIH HecyT OTBETCTBEHHOCTh M0 JEHCTBYIOIIEMY 3aKOHOAATEIBCTBY
Poccuiickoit ®esiepanuu 3a pasrjalieHne CBeJeHHH KOH(QUICHIIMATLHOTO XapakTepa, CTaBIIuX
M3BECTHBIMH IIPH BBHIIOIHEHHN CIyxkKeOHBIX 00s3aHHOCTEH, B TOM HHCIE NPETyCMOTPEHHBIX
Hactosed MHcTpyKiuei.
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[Tpunoxenue Ne5
K mpukasy oT «04» mapta 2022 r.Ne 100

UHCTPYKIUS
o anTuBHpYcHoii 3amure MOY-OOII cena Proxos

1. TepMuHBI H OnpeeeHUS

1.1. ABToMaTH3MpoBaHHOe pabouee MECTO — IPOrPaMMHO-TEXHHYECKHH KOMILIEKC,
IIpeHAa3HAYEHHBIH [UTs aBTOMATH3AlMH JICSITeIbHOCTH ONPE/ICICHHOTO BUA.

1.2. AHTHBHpYCHas 3allUTa — 3alMTa HHHOPMALMH M KOMIIOHEHTOB HH(POPMALMOHHON
CHCTEMBI OT BPEIOHOCHBIX KOMIIBIOTEPHBEIX MPOrpaMM (BUPYCOB) (0OHApYKEHHE BPEIOHOCHBIX
KOMITBIOTEPHBIX TIPOrpamMM (BHPYCOB), 0JIOKAPOBaHUE, H30JUPOBAHHUE «3aPAKCHHBIX) 00BEKTOB,
yaJeHHe BPEIOHOCHBIX KOMITHIOTEPHBIX IPOrpaMM (BHPYCOB) 3 «3apaXEHHBIXY 0OBEKTOB).

1.3. UndopMaImoHHasi CHCTEMA MEPCOHATBHBIX JAHHBIX — COBOKYIHOCTD CONCPKAIIMXC
B 6a3ax JaHHBIX [IEPCOHANBHBIX TAHHBIX H 00ECTIeUMBAIONIAX HX 00pabOTKy HHpOPMaIIHOHHBIX
TEXHOJIOTHI1 U TEXHUUECKHX CPEICTB.

1.4. O6paboTKa NEpCOHAINBHBIX JaHHBIX — JHoboe [eHCTBHE (omepanusi) WA
COBOKYNHOCTb  feifcTBHii  (omepanuil), —COBEpIIAGMBIX C  HCIOJNB30BAHHWEM  CPEACTB
QBTOMATH3ALMH WK 0e3 HCMOIL30BAHUS TaKUX CPEACTB ¢ NEPCOHATBHBIMH JTaHHBIMH, BKIIOHAA
c6op. 3amKch, CHCTEMATH3aINIO, HAKOIUICHUE, XPAHEHHE, yTOTHCHHE (obHOBNIEHHE, H3MECHEHHUE),
M3BJICUEHHE, MCIOIb30BaHMe, Iepenady (pacmpoCTpaHEHHE, MpPelOCTaBICHHUE, JOCTYT),
00e3THInBaHKe, OJ0KMPOBAHKE, YIAJIEHHE, YHHUTOKCHHE IEPCOHATbHBIX TaHHBIX.

1.5. KonduneHmmansHocts WHpOpMalmu — 00s3aTeNbHOE Ul BBITOIHCHAS JTHIIOM,
NOMYYMBIIAM JIOCTYNl K ONpEjAe/eHHON HMHQOpMalyy, TpedoBaHME HE INEPelaBaTh TaKylo
MH(OPMAIIHIO TPETHUM JIHIaM Oe3 coracus ee obnaarens.

1.6. TlepconanbHble JaHHple — moOas MH(pOpPMAIHs, OTHOCAIMIAACH K MpAMO MK
KOCBEHHO OIPEEIeHHOMY MM ONpe/IensieMoMy (pU3MIecKoMy JIMILY (cyOBeKTY NmepcoHaIbHBIX
JIAHHBIX ).

1.7. Tlons3oBaTenb WHGOPMALMOHHONW CHCTEMBI NMEPCOHANBHBIX NaHHBIX — pabOTHHK,
OCYINECTBIIMOUMHA  00paboTKy TMEpCOHANbHBIX —J@HHBIX B uHGbOPMALIHOHHOH  CHUCTeMe
MIEPCOHATBHBIX JaHHBIX.

1.8. CpencTBO aHTHBUPYCHOM 3alllATBl — TIPOrPaMMHOE  CPEJCTBO, PealU3ylOmee
(GynKuHK 06HApYKEHHS KOMIBIOTEPHBIX IPOrpaMM 1160 MHOH KOMIILIOTEPHOH HMH(OpMAaLuH,
npeHA3HAYEHHBIX UL HECAHKIIMOHUPOBAHHOTO YHUUTOKCHUS, OIOKMpOBaHHUs, MOJHPUKALIKH,
KOIHPOBAHUSL  KOMIIBIOTEPHOH ~HMH(pOpMAUMM WIH  HEHTpalu3amud  CPeiCTB  3alllUThI
HH(OPMALHK, & TaKXKe pearupoBaHus Ha 0OHAPYKCHHUE ITUX IPOrPaMM 1 uH(pOpMAaIHH.

1.9. CpesicTBO 3amuThl MH(pOpPMAUK — MPOrpaMMHOE obecrietdeHne, MPOrpaMMHO-
anmapaTHoe ~ OOecrieyeHHe, ammapaTHoe — oOecmevyeHWe, — BEIIECTBO MM - MarepHal,
TpeIHa3HaueHHOE M HCTIOJTB3YeMOE JUIS 3aIUTHI HH(OpMAIUH.

2. O0mme moJioKeHHSA

2.1. Hacrosmas MWucrpykums mo antuBupycHoit 3amure MOY-OOII cena ProxoB
(nanee — WHCTpyKuMs) peryiupyeT BOIPOCH OpraHH3alin AHTUBUPYCHOM 3aIUTHl H
TpeGOBaHMs K TOPAIKY IPOBEICHNUS aHTUBUPYCHOTO KOHTPOIIA.
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2.2. HWHerpykums yCTaHaBIMBaeT TpeOOBaHMS M OTBETCTBCHHOCTH IIpH OpTaHU3allMi
3amuThl  MHGOpMAlMK OT  Pa3pyINaloNIero BO3JACHCTBHS BPEAOHOCHBIX IpOrpamMm  —
KOMITbIOTEPHBIX BHPYCOB.

2.3. Tpeboanus HacTosuiell WHCTPYKIMH SBIAIOTCS 00A3aTEIBHBIMH IS UCIIONHCHHA
scemu pabotankamu MOVY-OOIII cena Proxos (mamee — VupexieHns), HCIOIb3YIONIHMH B
cBoeil paboTe cpe/cTBa BEIYUCIMTEIbHOM TEXHHKH.

2.4. Bce pabOTHHKH YUPEKIECHHS, HCIONB3YIOLHE AHTHBUPYCHBIC CPEACTBA, IOJDKHBI
ObITH 03HAKOMJICHBI C TPeOOBAHHIMHU nacTosmeit MHcTpyKumeH mo1 poCIuch.

2.5. Hacrosmas MHCTpykuusi sBIsSeTCs IOTOJHEHHEM K JEHCTBYIOMIMM JIOKAIbHBIM
HOPMATHBHBIM aKTaM (BHYTPEHHHM JIOKyMEHTaMm) IO BOMPOCam obecriedenust 6e30IaCHOCTH
cBeleHHH KOH(MHICHIMAILHOTO XapakTepa, B TOM YHCIe U NEPCOHAIBHBIX TaHHBIX (manee —
[1/11), ¥ He HUCKIIIOYaeT 0053aTeIHbHOTO BHIIOTHEHUS X TpeOOBaHMH.

3. TpeGoBaHus K AHTHBHPYCHBIM CPeACTBAM

3.1. B Vupexaennum K NPUMEHEHHIO JOMYCKAlOTCSA  TONBKO  JIMHCH3HOHHBIC
AHTHBUMPYCHBIC TPOrPaMMHBIE M (WUIM) NPOTrPaMMHO-ANIapaTHbie CPEACTBA (aHTHBHPYCHBIC
cpeicTBa), 3aKyIUICHHbIE Y pa3paboTyuKa yKa3aHHBIX CPEJICTB WK €ro obuIHATBHBIX THIEPOB.

3.2. AHTHBHpYCHBIE CpelCTBa JOJDKHBI (YHKIHOHHPOBATH B TEUCHHE BCEIO BPEMCHH
paboThl CPEJCTB BHIYUCIATEIBHON TEXHUKH (OT MOMEHTA 3aIpy3KH OIEpaIlHOHHOM CHCTEMBI /10
MOMEHTA €€ BBITPY3KH).

3.3. AHTUBHPYCHOE CPEJCTBO HE JIOJDKHO CYIIECTBCHHO 3aTpyIHSATH paboTocnocoOHOCT
CPEJICTB BBIYMCIHATETBHOMH TEXHUKH HHGOPMAIHOHHBIX CHCTEM NEPCOHATBHBIX TAHHBIX (manee —

UCTI/In).

4. TlpaBa u 00s13aHHOCTH

4.1. AHTHBHPYCHOH 3amIUTe MOJUISXHUT BCs oOpabarbiBacMas B VupexaeHud Ipu
MOMOIIH CPEJCTB BHIYMCIATEIBHON TEXHHMKH, MH(OpPMAIHA, HE3aBUCHMO OT OrpaHUYeHui
JIOCTyTIa K HEH.

4.2. @aiinpl, IOMeNM@AeMble B JIEKTPOHHBIH apXHB, JO/DKHBI B 00s13aTeIBHOM TIOPAIKE
TPOXO/IUTH AHTUBUPYCHBIH KOHTPOIIb.

43. VcramasnmBaeMoe (W3MeHseMOE) NpPOrpaMMHOe 00ecredeHHue JIOIDKHO  OBITh
TpeIBapUTEIbHO TPOBEPEHO HA OTCYTCTBHE BUPYCOB.

4.4. B WUCII/Ia 3anpemaercs yCTaHOBKA MPOrpaMMHOr0 0OECIICHYCHHS, HE CBA3aHHOIO C
BBINOJIHEHUEM (QYHKIHMHA, NPEIYCMOTPEHHBIX TEXHOJOIHYECKMM IPOLECCOM 00paboTku
UH(pOPMALHH.

4.5. Conpoposxenue (peryiaspHoe oOHOBIEHHE, aHTUBHPYCHBIH KOHTPO/b, BBIIBICHHE
(haKTOB 3apaKeHUs M MPOBEJCHNAE CIy)KEOHBIX pacc/ie/I0BaHUi) MPaBHT AHTHBHPYCHOMH 3aIIUTEI
BO3/IArAIOTCS Ha OTBETCTBEHHOTO 3a oOecnedenue GesonacHoctr [1){n B UCTI/a.

4.6. OCHOBHBIE 33124l OTBETCTBEHHOTO 3a obecneyenue GesomacHoctu [1/1n 8 UCITTa:

— opraiM3alus rnporecca yCTaHOBKH aHTHBHPYCHBIX CPEZICTB B HUCI1/n:

—  CONPOBOJKICHHE AHTHBUPYCHBIX CpeACTB (OOHOBIEHHE, AHTHBHPYCHBIH KOHTPOIID,
CONPOBOJK/IEHHE [EeHCTBHH MOIb30BaTeNled B Caydasx oOHapyXeHHs BHPYCOB,
obecredenne paboTOCNIOCOOHOCTH AHTHBHPYCHBIX CPEJICTB);

— KOHTPOJTb COCTOSHHS CHCTEMbl AHTUBHPYCHOH  3alllMTBI uHpOpMALUHd B
YupexIeHuH.
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4.7. OTBercTBeHHBI# 3a obOecreuenue OezomacHoctd IIJTH B MCIIJ[ Hecer
OTBETCTBEHHOCTH 3a:

—  3a CBOEBPEMEHHYIO YCTaHOBKY aHTHBUPYCHBIX CPEJICTB;

—  3a SKCIUTyaTaluio (aHTHBHPYCHBIH KOHTPOJb, pabOTOCIOCOOHOCTH AHTHBHPYCHBIX
CPEJICTB, CONpPOBOXICHWE JeHcTBHH ToNb30BaTeNnedl B Ciydasx oOHapyKeHuUs
BUPYCOB) CHCTEMBI AHTHBHPYCHOM 3allMThl HHPOPMALHH;

— 33 cBOEBpPEMEHHOE OOHOBIICHHUE JIMIECH3UH Ha aHTUBUPYCHBIEC CPEICTBA;

—  3a cBOEBpEMEHHOE OOHOBJICHHE AaHTUBUPYCHBIX 0a3.

4.8. OrtercTBeHHBIH 3a obecneuenue Gesonacuoctu [1/1n B UCTI[InumeeT mpaso:

—  BHOCHTB TIPEUIOKEHHS 110 COBEPIIEHCTBOBAHMIO CHCTEMBbI aHTHBHPYCHOH 3aIlUTBI
uHbOopMaIum;

— NPHHMMATH yYacTHE B IUIAHMPOBAHHHM MEPOTIPHATHH IO AHTHBUPYCHOH 3allHTe
vH(OpMAaIMH 1 IIAHAPOBAHUHM OCHAIICHHS aHTHBUPYCHBIMHU CPENICTBAMH;

—  OCYIIECTBISTH KOHTPOJIb COCTOSHUS CPE/ICTB AHTHBHPYCHOMU 3aIUThl HH(POPMAIIHK B
YupexieHuu;

~  MHHIEMPOBATH CITyXkeOHble IIPOBEPKU U yJacTBOBATh B IPOBE/ICHHH Pacc/ielOBaHHH
10 (paxtam 3apaxenus supycamu VICII/IH 1 cpeacTB BHIYUCTHTENBHOH TEXHUKH;

— OKa3pBaTh MOMOIIb B pEIIeHHH MpoOJeM, BO3HUKAIOMMX IPH OKCIITyaTalHH
Cpe/ICTB aHTUBUPYCHOM 3aIIUTHL.

4.9. Tlonp3oBaTesNb aHTHBHPYCHOTO CpeACTBa — JHIO, Ha pabodyeM MeCTe KOTOpOTo
[IPUMEHSIeTCS aHTUBUPYCHOE CPEJICTBO.
4.10. Tlonp3oBaTensM aHTHBUPYCHBIX CPEACTB 3alpeliaeTcs:

— MEHSTh HACTPOMKM WM OTKIIOYaTh CpPEJCTBA AHTHBHPYCHOH 3alllMTBI BO BpeMH
paboTsl;

—  WCHOJb30BaTh CPEJACTBA AHTHBUPYCHOH 3alATHI, OTJIIMYHBIE OT YCTaHOBICHHBIX
CpPe/CTB;

— (e3 pa3spelleHHs OTBETCTBEHHOro 3a obecredeHne OE30MaCHOCTH IT1a 8 UCILIH
KONAPOBATh J00BIE (aiiyibl HA CheMHBIE HOCHTENH WH(OPMAIKH, yCTaHABIMBATh A
HCIOJIB30BaTh JI000e mporpamMmHOe ofecrieueHHe, HE NpPeIHAsHA4YeHHOE UL
BBITIOJTHEHUS CITy>KeOHBIX 3a/1a4.

5. Ilopsia0K M NepHOAHYHOCTH 0OHOBICHHS AHTHBHPY CHBIX 023

5.1. CsoeBpemenHoe OOHOBIeHHe 0a3 [aHHBIX CpPEJCTB AQHTHBUPYCHOH 3alIMTEHI
uH(pOpPMAIMH  SBISETCH HEOTheMIeMOH uacThio obecriedenus SOOEKTHBHOH TOTUTHKH
AHTUBHPYCHOM 3alUTH HHPOPMALIUH.

5.2. VYcraHoske oOHOBIeHWH a0KHO mpemmectBosars Tectuposanne WCII/IH Ha
OTCYTCTBHE HETATMBHBIX BO3/ICHCTBHIT OT BHOBb yCTAHABINBACMBIX OOHOB/ICHHH.

5.3. VcTaHOBKE HOBBIX BEPCHH MPOTPaMMHOIO O0€CIeueHHs M/ BHECEHHIO W3MCHCHHH
W JIOTOJHEHHWH B JelcTByiollee MporpaMMHoe obecneueHue [JOJDKHO IpeanieCcTBOBaTH
tecrupoanne MCIIJIH Ha OTCYTCTBHE HETaTHBHBIX BO3ACHCTBUH YKa3aHHOTO IPOrPaAMMHOIO
obecrieyeHns.

5.4. TlepHoand4HOCTH OOHOBIEHNUS AaHTUBMPYCHBIX 0a3:

— obnoBnenue anTuBHpycHbIX 6a3 s Bcex MCIIJH, HMEIOIIMX MNOAKIIOYEHHE K
ceTsiM 0OLIEro TOJB30BAHHS M CETSM MEXKIYHAPOIHOro HHPOPMAMOHHOTO 0OMEeHa,
JIOKHO OBITH eXKeJHeBHBIM. MCTOUHMK OOHOBIEHHMS — cepBep paspaboTyuka



6.1.

6.2.

21

AHTHBHPYCHOrO CpENCTBA, MO0 COOCTBEHHBIH UEHTPATM30BAHHBIA CETEBOH
MCTOYHMK OOGHOBJICHHH, MOJYdAlOMMKA OOHOBIEHHS C CepBepa pa3paboTyMKa
aHTUBHPYCHOTO Cpe/CTBA.

obHoBnexue anTuBUpycHbIX 6a3 i UCII/In, HE MMEIOMHUX MOAKIIOYEHHE K CETIM
OGIEro TOMb30BAHMS W CEeTAM MEXIyHApOAHOro HWH(OPMAIMOHHOTO OOMEHa,
OGHOBIIEHHE J0/DKHO OBITH He MeHee 1 pasa B Henemo. McTounukoM OOHOBICHUS B
JIAHHOM Cllyyae SIBIIOTCH AHTHBHPYCHBIC 0a3bl, 3aMMCaHHBIC HA I[IpEeBApUTEIBHO
YUTEHHBIH B YCTAHOBJICHHOM IOPSIJIKE CHEMHBIA MAIIHHHBIH HOCHTENb uHpopMaIuu.

6. Tlopsaok U NEPHOIMIHOCTH NPOBEAECHHA AHTHBHPYCHOI0 KOHTPO/Is

OOBeKTaMHU aHTHBHPYCHOTO KOHTPOJIS ABJIAIOTCS:

’JKeCTKHE MarHUTHBIE JUCKH pabounx cranmuit u cepsepos UCII/IH;

ceTeBble XPaHWIMIINA (CHCTEMBI XPAaHEHUS AHHBIX);

orepaTHBHAs U CUCTEMHAs ITAMATh cpeﬂCTB BBIYHCIUTEIbHOM TEXHUKH,

CheMHbIE MAIMHHBIE HOCHTEIM HHYOPMALIUHK;

BXOJIAIINI W UCXOAIHUIH KOHTEHT (BeO-TpaduK);

daiinel, TOMyuaeMble W IIepellaBacMble Yepe3 CeTH OOIIEero MoJb30BaHUS H
MEeXKIyHApOIHOTO HH(POPMALMOHHOr0 0OMEHA;

[IOYTOBEIE COOOIIEHUs FIEKTPOHHOM MOYTHL.

AHTHBHpPYCHBI KOHTPOJIb BXOJslleld HHpOpMANMH CO CHEMHBIX MAIIHHHBIX

HocHTenell MHpopManuH HEoOXOIMMO TPOBOJUTE /0 NEpeHoca uHGOpMaLUH Ha HKECTKUHA
MArHUTHBI JHCK pabodyell CTaHIMM MM CETEBOW JHCK. Nudopmarus, nonaydaemas IO
TeIeKOMMYHHMKAIMOHHBIM ~KaHalmaM, [OJ/DKHAa MpOBEpATCS BO BpeMs, WM Cpasy M[OCIe
nomydenus. Kontpons ucxozmsimeil uadopmanid HEOOXOIMMO MPOBOMMTH HETIOCPEACTBCHHO
repe/1 OTIPABKOi (3aNHMCHIO HA ChEMHBIN HOCHTEIB).

6.3. Bubl ¥ IEPHOIMYHOCTH AHTHBUPYCHBIX IIPOBEPOK TPEICTaB/Ie bl B TabHIe 1.
Tabamua 1
Ne [TepuoauanoC
OOBeKT KOHTPONIA Buj npoBepku
/n Tb IPOBEPKH
ITomHas nposepka 1 pa3 B MecAIl
1 XecTkre MarHUTHBIE TUCKH paboOIMX
cranuuit u cepsepos UCII/In BHICTPOE CKAHMPOBAHUE 1 pa3 B
HeJeo
CeTreBble XpaHUIHIIA (CHCTEMBI
2 [Tonnas nmpoBepka 1 pa3 B Mecsn
XpaHeHHs TaHHBIX)
[Tonuas npoBepka 1 pa3 B Mecs1|
3 OrnepaTHBHasA ¥ CUCTEMHas NaMsITh
CPEJICTB BHIMHCIIHTENBHOM TEXHHKA |5 o106 cxanmpoBaHHE 1 paz B
HEZIEIIO
CoeMHBIE MAITHHHBIE HOCUTENH [Tpu xaxxaoM
4 [TosHas npoBepka
uHbopMaIuu MOIKIIOYEHUH
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ﬁi‘g [Mepuomuunoc
O6BEKT KOHTPOJIA Bux nposepku
n/n Th IPOBEPKH

MUHHMAIBHO HEOOX0IHMOE

TpeboBaHue -
5 |Be6-rpadux [TocTosHHO
HacTpoiiKka aHTHBHPYCHOI'O

, |cpencTBa Mo yMOIYaHUIO

@aiinpl, MoJy4aeMble U

_ [Tpu kaxmom
nepejiaBaeMble Yepes CeTH 00Iero
6 [TonHas mpoBepKa MOTyYeHUH U
TOJIL30BAHUS H MEXKITYHAPOTHOI'O
OTIpaBKe
HH(OpMALHOHHOTO 0OMEHa
MuHAMAaIBEHO HE0OX0IUMOe
i [Tpu xKaxaoM
TTo4TOBBIE COOGIIEHHS SIEKTPOHHOM TpeboBanue P
7 NOJYYEHHH H
Trem HACTPOMKA AHTHBAPYCHOTO oTmpaBKe

CpeICTBA 110 YMOTYaHUIO

7. Tlopsiaok aeiicTBHii MpH 0GHAPYKEHHH BUPYCOB

7.1. OCHOBHBIMH TYTSMH IPOHHKHOBEHHsS BHPYCOB B UCII[Ia sBustoTCs: MHOObBIE
ChEeMHBIE MAIMHHBIE HOCHTEIM HHGOPMALMH, 3JICKTPOHHBIC MOYTOBBIC coobienus, Tpadux,
ToJy4aeMblil M3 ceTeil OOIIEro MOJb30BAHMSA M CETeH MEKIYHApPOXHOIO wH(OPMALMOHHOTO
o6MeHa, paHee 3apaKeHHbIE pabouHe CTaHIIMU U CepBepa.

7.2. B ciaydae oOHapy)KeHHsl BHPYCOB NPH BXOJHOM KOHTPOIE CHEMHBIX MAaITAHHBIX
HocuTesnel mHpopmalmu, (aiioB HIKH SICKTPOHHBIX MOYTOBBIX co00meHul, MoJL30BaATEIb
JIOJIKEH:

—  HeMeJUIEHHO IPHOCTAHOBHTH Bee pabOThI Ha CBOCH paboueil CTaHITHHU,

—  COOOIIHTH OTBETCTBEHHOMY 3a oOecrieueHHe 0e30MacHOCTH [11a 8 UCI1IH o daxte
oOHapyXeHHs BHpYca;

— [PUHATH COTJIACOBAHHBIC ¢ OTBETCTBEHHBIM 3d obecnieuenue OGesomacHoctd [I/1H B
UCII/In Mepbl 1O JOKaIM3aluWM H YJAICHWIO BHpyca C HCITOTH30BAHHEM
AHTHBUPYCHBIX CPE/ICTB.

7.3. Ilpu HEBO3MOXHOCTH  JIMKBHJAIHH MOCIEACTBUH  BUPYCHOTO  3apakKeHHsd
OTBETCTBEHHOMY 3a obecnieuenne GesonacHoctu 1711 B UCII]] Heo6x0aumMo:

— cooOmuTh 0 (akTe OOGHApYKEHHS NpPOTPAMMHBIX BHPYCOB B OpraHM3alHIo,
OCYIIECTBJISIIONIYO ~ TEXHHYECKYIO — MOMUIEpXKKY — SKCILTyaTatni CpencTB
AHTHBHPYCHOM 3aIUThl HHpOPMALUH;

—  32apXMBMpOBaTh  3apaKeHHble  (Qadnel W HAaNpaBuTh € IPUIOKEHUEM
COOTBETCTBYIOIIETO  COIPOBOMMTENBHOTO  JOKYMEHTa B OpPraHM3aluio,
OCYIECTB/ISIONIYI0 ~ TEXHHYECKYIO — TMOICPXKKYy — IKCILTyaTarmH Cpe/CTB
AHTUBUPYCHOM 3aIUTHI HHPOPMAIHH.

7.4. Tlpu momydeHur HHGOPMALMK O BO3MOKHOM HapyLICHUH mb0 BeIABIEHUH (hakTa
napyienus TpeGoBanuii Hacrosmed MuCTpyKimu pabora Ha pabouedl CTAHIMH JAHHOTO
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OJIB30BATENST He3aMeUTHTEIBHO OIOKHpYETCs MO PElICHHI0 OTBETCTBEHHOIO 3a obecrevueHnue
6ezonacnocty [1/1a 8 UCIT/IH.

7.5. ®aktel MoaubUKaIMK U Pa3pyIIECHAS JaHHBIX HA CepBepax WIH pabo4mx CTaHIIMAX,
3apaykeHHe WX BHPYCaMH, a TaKkxke OOHapy)KeHWe APYTHX BPEAOHOCHBIX HPOTPaMM — BCE 3TO
OTHOCHTCS K 3HAYMMBIM HApYIICHHSM O€30IIaCHOCTH HMHGOPMAlMH M JOJDKHBI OBITH
[pOAHATH3MPOBAHBI IOCPECTBOM IPOBEIEHMS CIIYKEOHOTO pacc/ie/I0BaHMs.

7.6. CiyxeGHOe paccieloBaHHE NPOBOJUTCS KOMHCCHEH, Ha3HA4YaeMoON IPHKa30M
JaupeKkTopa yupexkaenus. B cocras KOMHCCHH B 00S3aTeNbHOM TOPSIKE BKIIOYAETCS
amvuancrparop MCIIJH, OTBeTCTBEHHBIH 3a OOecrevYeHHe 6ezonacaoctu I1/Ia 8 UCIL[H,
HETIOCPE/ICTBEHHBI PYKOBOJIHTE/b PabOTHHKA, JIOIYCTHBIIETO daxt xommpomeranuu. [lpu
HEOOXOAMMOCTH B COCTAB KOMHCCHH MOTYT BKIFOYAThCs IPyTHe pabOTHHKH.

7.7. PesynsTaTsl paboTHl KOMUCCHH OGOPMIISIOTCS aKTOM. AKT NOVIEKHT YTBEPKIACHHIO
UPEKTOPa YUPEIKICHHS.

7.8. B mpouecce paboThl KOMUCCHHU 00s13aTeTbHBIMHA JUIS yCTAHOBICHHS ABISAIOTCA:

—  71ara ¥ BpeMs 3apaxeHus (0GHapyKeHHS 3apaKeHHs):

—  ®UO, 1omKHOCTh M MojpasjeieHue paboTHHKA, TEXHHYECKOE CPEICTBO KOTOPOro
3apa)KeHO BHPYCHOM IIPOTpaMMoii;

—  YpOBEHb KPUTUYHOCTH 3apaKCHUS;

— obcroaTenseTBa, CIIOCOOCTBOBABIINE 3aPAKECHUIO;

— uHQOPMAIMOHHBIE PECYPCHI, 3aTPOHYTHIC 3aPAXKECHUCM;

—  XapakTep ¥ pasMep PEabHOTO H MOTEHIMATBHOTO yIepoa.

7.9. B xoze cBoeif paboThl KOMHCCHSI MOXKET 3allpalluBaTh OOBACHATE/LHbIC 3AIIHCKH OT
pabOTHHKOB, TOJ03PEBAEMBIX B BMHOBHOCTH 3apaXeHHs (IyTeM MHCBMEHHOrO 3alpoca HX
HeNoCpe/ICTBEHHBIM pyKoBouTesM). OObsACHUTE/IbHAA 3allMCKa JO/DKHA OBITE MpeacTaB/IEHA
KOMMCCHH B TeyeHHe 3 (Tpex) pabouux JHeH ¢ MOMEHTa NOCTYIUICHHS 3a11poca. B ciiydae oTkasa
[pEIOCTaBATH OOBACHATEBHYIO 3AIICKY, JaHHbIH (AKT OTPAKAETCs B aKTe.

7.10. VHHYTOKEHHE MaTepUaliOB paccieoBaHHus (paKTOB 3apaXCHUA OCYIICCTBIACTCA B
COOTBETCTBHH C YCTAHOBICHHBIMH TPEOOBaHUAMH I10 JA€IOIPOM3BO/ICTBY H HOMEHKJIaTypO# JIEJL.

8. OTBeTCTBEHHOCTH

8.1. TIlombzoBarenn M OTBeTCTBEHHBIH 3a obecmeuenue GesomacHoctu I1/In B NCIIn
HECYT OTBETCTBEHHOCTb 3a HEHajlekKallee HCNOJIHEHHE WM HEHCIOTHEHHE  CBOHX
0653aHHOCTeH, IPelyCMOTPEHHbIX HacTosield MHCTpyKkumeH, B Hpeienax, ONpEACHCHHBIX
NeHCTBYIOLIMM 3aKOHOaTebeTBOM Poccuiickoit ®enepauun. 3a HecoOmoieHe TpeboBaHui
sakoHOmarenscTBa Poccmiickoit  @eepanuy  IpeIycCMOTpPEHA TpaKIaHCKas, yrojlOBHad,
a/IMHHHACTPATUBHAS, THCIUITITMHAPHAS OTBETCTBEHHOCTE.
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[punoxenue Neb
K mpukasy oT «04» mapra 2022 r.Ne 100

UHCTPYKIIUA
N0 OPraHM3alHy Pe3ePBHPOBAHUSA H BOCCTAHOBJICHHSH patoTocnoCOOHOCTH TEXHHYECKHX
CPeICTB H IPOrpaMMHOro obecrnedennsi, 6a3 JAHHLIX H CPEICTB 3aMMTHI unopmManHu
B HHGOPMALHOHHBIX CHCTEMAX MepCOHAIbHBIX JaHHBIX
MOVY-0OII cena Proxos

1. Tepmuns! u onpeaeeHus

1.1. ABTOMaTH3MpOBaHHOe pabodee MeCTo — IIPOrPaMMHO-TEXHHUECKHH KOMILIEKC,
TIpe/IHa3HaYeHHbIH ISl aBTOMATH3ALHH [ TeIBHOCTH ONPEIEICHHOTO BU/IA.

1.2. UndopMaIiMOHHas CHCTEMa NEPCOHATBHBIX JaHHBIX — COBOKYITHOCTD COACPKAIAXCH
B Ga3ax JAHHBIX MEPCOHANBHBIX JAHHBIX M 0OCCTIeYHBAIONINX UX 06paboTKY UHGOPMAIIHOHHBIX
TEXHOJIOTHIA ¥ TEXHUYECKUX CPEJICTB.

1.3. O6paboTka TepCOHANBHBIX JaHHBIX — JEOOOE JeHCTBHE (omepauus) WM
COBOKYNHOCTb  JeicTBHil  (Omepaiui), COBEpIIaEMbIX €  HCIOJIB30BAHHEM  CPE/CTB
ABTOMATH3AIMH WK 0e3 HCII0IB30BaHKs TAKUX CPEJICTB ¢ MEPCOHATBHBIMH JaHHBIMH, BKIIOYasd
c6op, 3aIUCh, CHCTEMATH3ALMIO, HAKOILICHHE, XPaHCHHE, YTOYHCHHC (o6HOBIICHHE, H3MEHEHHE),
W3BIICUEHME, HCIONB30BaHME, Iepejaady (pacmpocTpaHeHME, [MpPEeAoCTaB/IeHHE, J0CTYTI),
06e3MuYNBanue, OIOKUPOBAHHE, YIATCHUE, YHHYTOKEHNE MEPCOHATBHBIX TaHHbIX.

1.4. Konbuaermmansaocts MHGOpMaUun — 00s3aTeNbHOE IS BBIOTHEHUS JHIIOM,
MOJIyUMBIIAM JIOCTYN K ONpeleNeHHoil WH(opmanuy, TpeboBaHHE HE MepeiaBaTh TaKyro
uH(OPMAIIHIO TPETHUM JHIaM Oe3 coraacus ee odnanarens.

1.5. IlepcoHanbHple AaHHbe — Jr00as HMHQOpMANMs, OTHOCAWAACH K TPAMO HIH
KOCBEHHO OTIpEJIe/IEHHOMY WIIH ONpeZlesieMoMy (HH3HYSCKOMY JIHMILY (cy6BEKTY NEPCOHATBHBIX
JIAHHBIX ).

1.6. [Tonb30BaTe s MH(MOPMAIMOHHON CHCTEMBI NEPCOHATBHBIX JaHHBIX — PaOOTHHK,
OCYIIECTBISIONMI  06paboTKy MEpCOHANBHBIX JIaHHBIX B MHPOPMAILIMOHHON  CHCTEME
MepCOHANbHBIX JaHHBIX.

1.7. CpescTBO QHTHBHUPYCHOM 3alllUThl — MPOIPAMMHOE CPEACTBO, PEATH3YIOMICE
GyHKIMH 0OHApYKEHHsS KOMIBIOTEPHBIX IPOrpamMM 00 MHOM KOMIIBIOTEPHOH HMHGQOpMAIIH,
TpeHa3HAYeHHBIX /I HECAHKIMOHMPOBAHHOIO YHHUUYTOKCHHS, 6I0KMPOBaHUS, MOAU(DUKALINH,
KOIMPOBAHMS  KOMIBIOTEPHOH HMH(OpPMAMM MM  HEHTpaTu3aluM  CPeACTB  SAlUTHI
AH(POPMALIMH, & TAKXKE PearupOBaHus Ha OOHAPYKEHUE TUX TIPOrpaMM U AH(POPMAIHH.

1.8. CpenctBo 3amuThl HHQOPMALHHA — IPOrpaMMHOE obecreyeHue, IMPOrpaMMHO-
almapatHoe  oOecredeHWe, — anmapaTHoe — OOeCTeueHHe, — BEWECTBO  WIM  MarepHai,
[peHa3HAYCHHbIE HJTH MCTIOIb3yeMblIe U 3alUThl HHOPMAIIHH.

2.  O0mue mooKeHUH

2.1. Hacrosimjas MHCTpyKuHs MO OPraHM3allMH PE3epBHPOBAaHMS W BOCCTAHOBJICHHA
paboTOCIOCOOHOCTH TEXHMYECKHX CPEACTB M MPOrPaMMHOTO obecrnieueHusi, 06a3 OaHHBIX H
CPEJICTB 3aIUThl MHPOPMAHH B HHOOPMALIMOHHBIX CHCTEMAaX MEPCOHANBHBIX JAHHBIX MOY-
OOIIl cena Proxo  (mamee — WHCTpyKuuMs) YCTaHaBIMBAeT OCHOBHBIC TpeboBaHUsA K
OpraHM3al{y PE3ePBHOrO KOMMUPOBaHHUs (BOCCTAHOBIICHNMs) IIPOTPAMM M IAHHBIX, XPAHAIIUXCS B
fa3ax JaHHBIX MHGOPMAIMOHHBIX CHCTEM MEPCOHATBHBIX IAHHBIX (damee — NUCIIdx) MOY-
OOIII cena ProxoB (najnee — YupexaeHHe), a TAKKe K pe3epBHPOBAHHUIO alMapaTHBIX CPEJICTB.

2.2. Hacrosmas UucTpykuus pazpadoTana ¢ IeIbio:
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—  ompejeleHHs KaTeropud MH(MOPMAIMH, MOIEXKalledl 00sA3aTeIbHOMY PE3EPBHOMY
KOMHPOBAHHIO;

—  ompejeNeHHs IMPOUEAYPHI  PE3EPBUPOBAHMSA  JaHHBIX Ul TOC/ICIYIOMIETO
poccTanoBieHus padotocnocobroct UCIT/IH Npy MOMHOH MM YaCTHYHON MOTEPE
uHGOPMAIIHH, BHI3BAHHOH cOOSMH WM OTKa3aMH allapaTHOTO MM MpOrpaMMHOTO
obecrieyeHns, OIMMOKaMM IOJIb30BaTENEH, 4YpEe3BbIYANHBIMU 00CTOATETHCTBAMH
(morkapoM, CTUXHIAHBIMH OEICTBHAMH U T.JL.);

—  ompejeleHHs TOPs/KA BOCCTAHOBIEHMsS HMHQOpMAIMK B CJIydac BOSHHKHOBCHHA
Tako# HeOOXOAHUMOCTH;

—  ynopsmodeHus pabOTHl M ONPEJEICHHs OTBETCTBEHHOCTH JOJKHOCTHBIX JIMI,
CBSI3AHHOM C Pe3ePBHBIM KONMPOBAHHEM H BOCCTAHOBJIEHHEM HH(MOPMAIIHH.

2.3. JleiicTBue HacTosell VHCTPYKIMH pacmpoCTpaHSeTCs Ha BCEX MOJb30BaTENeH
VICTIJ{u Vupexk/eHus, a TakKe Ha OCHOBHBIE CHCTEMBI 00€CTICUCHHS HENPEPLIBHOCTH paboTh! U
BOCCTAHOBJICHHS PECYPCOB IIPH BOSHUKHOBEHHH aBAPUIHBIX CUTYAIlHH, B TOM YHCIE!

—  CHCTeMBI XKu3HeoOecneyeHHs TEXHUIECKHX CPe/ICTB;

—  cucTeMBI obecrieyeHns: 0TKa30yCTOMIHMBOCTH;

—  CHCTEMBI Pe3epPBHOI0 KOTIMPOBAHHS ¥ XPaHCHH J1aHHBIX.

2.4. Tlox pesepBHBIM KONHPOBaHHEM HH(OPMAIMU MOHUMAETCS CO3JaHUE H30BITOYHBIX
Konui 3ammiaeMoil MHOOPMAIMK B SIEKTPOHHOM BHJIE JUIs OBICTPOrO BOCCTAHOBICHHS
paborocnoco6noctn UCII/Ig B ciyyae BO3HUKHOBEHHA aBapuiiHON CHTyalWH, MOBJIEKIIEH 32
co0OM OBpeXXIeHUE WM YTPaATy JTaHHBIX.

2.5. PesepBHOMY KOIMPOBAHHIO TIOIEKHT HHGPOpMALHA CHEIYIOMMX OCHOBHBIX
KaTeropui:

—  wunpopmanus, obpabdarsBacmas nomb3osaremsvi B MCII/TH, a Takske uHpopmanys,
HeoOXomMMas Ui BoccTaHoBieHus padorocrnocobHoctn MCIIIH, B T.4. CHCTEM
ynpasienns 6asamu ganHbX (nanee — CYBJI) obulero moib3oBaHus U CIPaBOHO-
MH(OPMAIMOHHBIX CHCTEM OOIIET0 UCTIOIb30BAHMS;

—  paGoume KONHMM YCTAHOBOYHBIX KOMIIOHEHTOB TPOTrPaAMMHOI0 ObecredeHus o0rmiero
HA3HAYEHHS M CIEIMATH3MPOBAHHOIO IPOrpaMMHOIO OOECIIeYEHHMsI CEPBEPOB H
pabo4mX CTaHLUM;

—  undopmamus, HeoOX0MUMas Ul BOCCTAHOBIICHUS CEPBEPOB M CHCTCM YIPABICHASA
Gazamu  mamgHeix  MCIIJIH, JOKajAbHOM  BBIYMCIWTEIBHOW CETH, CHCTEMBI
3JIEKTPOHHOTO IOKYMEHTO000pOTA;

—  perucTpanvoHHas HHGOPMALHS CHCTEM 3allUThl HHYOPMAIHH;

—  gpyras undopmarms MCIIJIH, 1O MHEHHIO [ONB30BATENEH, aIMHHUCTPATOPOB
WUCII/IH 1 OTBETCTBEHHOTrO 3a obecrnedeHne 0€30MacHOCTH MEPCOHATBHBIX AAHHBIX
(manee — I1Jln) B WCIIJIH, sBAsArOmAscs KPUTHIHOH I paboTocrocobHOCTH
WCT1 1.

2.6. Hacrosmas MHCTpyKImsi sBIsieTcss JONOJHEHHEM K JCHCTBYIOUIUM JIOKIbHBIM
HOPMATHBHBIM aKTaM (BHYTPEHHHM JIOKYMEHTaM) IO BOIpOcCam obecmeueHus 0e30MaCHOCTH
cBeJeHUM KOH(QUIEHIMANbHOIO Xapakrepa, B TOM 4HCIC H [1JlH, U He HCKIIOYaeT
00513aTeILHOTO BHINOJHEHUS UX TPEOOBAHMA.

3. OO6mmue TpedOBaHUS K pe3epBHOMY KONMHPOBAHHIO
3.1. B UHCTpyKIMH pe3epBHOTO KOIUPOBAHHUs ONMCHIBAIOTCS JICHCTBHS IPH BBIIOTHCHHH
CIIeAYIOIUX MEPOIIPUATHI:
—  pesepBHOE KONHPOBaHHWE C yKa3aHHeM KOHKPETHBIX PE3CPBHPYCMBIX IaHHBIX H
amnnapaTHbIX CPEJICTB (B CiIydae HeOOXOAUMOCTH);
—  KOHTPOJIb PE3€PBHOIO KOMUPOBAHUS;
—  XpaHeHHE pe3epBHBIX KOIHA;
—  IIOJIHOE MJTH YaCTHYHOE BOCCTAHOBJICHHE JTAHHBIX.
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3.2. ApxuBHOE KONMPOBAHUE pe3epBHPYeMOil HHOOPMAIMK MPOU3BOAUTCS IIPH [IOMOIIH
CIIeNMATH3NPOBAHHBIX MPOrPAMMHO-AIIIAPaTHBIX CHCTEM pe3epBHOTO Komuposanus. Cucrema
pe3epBHOr0 KOMUPOBAHWS JOJDKHA OOECHEeYHTh IPOM3BOJAUTENBHOCTD, JOCTATOYHYIO JUIA
coxpaHeHHs HMH(MOpMALKK, YKa3aHHOH B M. 2.5, B YCTAaHOBJIEHHbIE CPOKM M C 3aJaHHOH
NePUOIHYHOCTBIO.

3.3. TpeboBanusi K TEXHHYECKOMY OOECIICUEHHIO CHCTEM PE3ePBHOIO KOMHPOBAHUSL.

—  KOMIUTEKC B3aHMOCBSI3aHHBIX TEXHHYECKHX CPEICTB HA €IMHOM TEXHOJIOTHYECKOH
nnarpopme, 00eCIeYHBaIOIINX TPolecchl cOopa, nepeayn, 00padoTKU U XPaHCHHS
uHpopMaIun;

—  HMEeT BO3MOXKHOCTh pACIIMpEHHs (3aMeHBI) COCTaBa TEXHHYCCKHX CpPe/ICTB,
BXO/SIIMX B KOMIUIEKC, JUIS YIYUIICHHS HX OKCILIYaTalHOHHO-TEXHUYECKUX
XapaKTEPUCTHK 110 Mepe Bo3pacTaHusi 00beMoB 00pabaThiBaeMOi HHpopMaIHH;

—  obecnieunBaeT BHINONHEHUE QYHKIHH, MepeYHCIIeHHBIX B 11. 3.1.

3.4. Tpeboanus K IPOrpaMMHOMY OOECHEYEHHUIO CHCTEM PE3ePBHOIO KONHPOBAHHS.

—  JIMIGH3UOHHOE CHCTEMHOE [porpaMmHoe obecriedeHHe H  IPOrpaMMHOE
o0ecrieueHHe pe3epBHOTO KONMPOBAHHS,

— mporpaMMHOe OOecCrieueHHe PEe3epPBHOIO KONMMpPOBAaHUs OOeCrieuuBaeT MNPOCTOTY
Hpolecca HHCTAISIMN, KOH(QUIYPUPOBaHUS U CONPOBOMKIACHHA.

3.5. XpaHeHue OTAEIbHBIX MAarHUTHBIX HOCHTEEH ApXHWBHBIX KOMHH OpraHU3yercs B
oT/ieIbHOM XpaHusuine. Ousmdeckuil 10CTyN K apXMBHBIM KOIIUSAM CTPOTO OTPaHUYCH.

3.6. JlocTym K HOCHTE/ISM AapXHBHBIX KONHH HMEIOT TOJIBKO YIIOJIHOMOYEHHEIE
pabOTHHKH, KOTOpbIE HECYT MEPCOHANBHYIO OTBETCTBEHHOCTD 33 COXPAHHOCTH aPXUBHBIX KOMMH
M HEBO3MOXKHOCTh O3HAKOMJIEHHS ¢ HUMH JIUII, He MMEIOIIUX Ha TO MOJHOMOYHH.

3.7. YHUYTOKEHHE OTAEIIEMbIX MATHUTHBIX HOCHTE/IEH apXUBHBIX KOMHA MPOU3BOAUTCA
YCTAHOBIIEHHBIM TIOPSZKOM B CJIydae MPUXO0/a UX B HErOAHOCTH WM 3aMEHBI TUIIA HOCHUTEIA C
00s3aTeNIbHBIM COCTABJICHHEM aKTa 00 YHHUYTOKEHHH.

4. OTBETCTBEHHOCTH 32 COCTOSIHHE PE3ePBHOI0 KOMHPOBAHHA

4.1. OTBETCTBEHHOCTH 3@ KOHTPOJb HaJl CBOCBPEMEHHBIM OCYIIECTBICHUEM PE3EPBHOTO
KONMPOBaHUA H COOJIIOJIEHHEM COOTBETCTBYoIedH WHCTpyKIMH, a Takke 32 BBINOJHEHUCM
TpeOOBaHUN 110 XPAHEHHUIO APXMBHBIX KOIMA M MPEIOTBPAIICHHIO HECAHKIMOHHPOBAHHOIO
JOCTYIa K HUM BO3JIaraeTcsi Ha OTBETCTBEHHOTO 3a o0ecnedeHne 0e30macHOCTH [11un B UCII/IH
1 aqmunucTpaTtopoB UCIT/TH.

4.2. B cinyyae OOHapy»XeHHsl IONBITOK HECAHKIIMOHMUPOBAHHOTO JOCTYNa K HOCHTEIAM
apXUBHOH WH(OpPMalmMK, a TaKXkKe HHBIX HapyIIeHHsX HH(HOPMALHOHHON 0e301acHOCTH,
IIPOM3OLIEANAX B TPOLECCE PE3ePBHOTO KOMUPOBAHWSA, COOOMAeTCs OTBETCTBEHHOMY 32
obecrieyenue GeszomacHoct I1J/ln B UCIIJIH B Teuenue pabodero QHsA MOCE OOHAPYKEHUS
yKa3aHHOTO COOBITHS.

5. Ilepuoau4HOCTH pPe3epPBHOI0 KOMHPOBAHUHA
5.1. PesepBHOe KONMPOBAHHE CICLHUATH3HPOBAHHOIO MPOTPAMMHOIO ObecreyeHus
NPOU3BOJNTCS [PU €ro MOJyYeHHH (€CIM 3TO MPEIyCMOTPEHO HHCTPYKLHEH 10 ero
IPUMEHEHHIO W HE MPOTUBOPEYHT YCJIOBHSIM €ro paclpOCTPAHEHHMS), a TaKkKe NpH €ro
0GHOBJIGHHUH ¥ TIOJYYEHUH MCIIPABIICHHBIX 1 OOHOBIIEHHBIX BEPCHIl.
5.2. PesepBHOE KONMPOBaHHWE OTKPHLITOH MH(POPMAIHH [IETACTCS HE MO3JHEE YEM Hepes
CYTKH T10CJIe €€ H3MEHEHHs, HO He PEXKe OHOI0 pa3a B MECHIL.
5.3. HWudopmamms, cozaepikamasics B T[OCTOSHHO H3MEHAEMbIX 0a3zax [JaHHBIX,
COXPaHAETCS B COOTBETCTBHH CO CIIEIYIOMHM IpaguKoM:
—  eXeJHEBHO TIPOBOIMTCS KONMPOBAHHE W3MEHEHHOW M JIOTOJHEHHOH HHQOpManuHu
(HOCHTEIH ¢ exeHeBHOM uH(OPMAIWeHl JO/KHBI XPAHUTHCS B TEYEHUE HE/ICITH);
—  eXeHe/eIbHO MPOBOUTCS PE3EPBHOE KOIMPOBAHHKE Beel 0ashl IAaHHBIX (HOCHTENH C
exKeHe IeTbHBIMU KOTIHSIMH XPaHSATCS B TCYEHNE MECSLIA);
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eKEMECSYHO TPOM3BOJIUTCS PE3EPBHOE KOIMPOBAHME HA CIENMAIBHO BBIACICHHBIH HOCHTED
JUTHTEIHHOTO XpaHeH s, HHpOpMalis Ha KOTOPOM XPaHHUTCS MMOCTOSHHO.

5.4. He pexe 0oZHOrO pasa B TOJl Ha HOCHTEIHM JUIMTEIBHOIO XPAaHEHHS 3aNMCHIBACTCS
UH(pOpPMAIMS, HE OTHOCAMASCH K I[OCTOSHHO M3MEHAeMbM 0asaM JaHHBIX (TPHKa3bl,
PacHopsKEHH s, OTKPBITHIC U3/IAHUS U T.JL.

6. Boccranosaenne ungopMaIHH U3 Pe3ePBHBIX KOMHH

6.1. B ciydae HeOGXOTMMOCTH, BOCCTAHOBJICHHE MAHHBIX W3 DE3EPBHBIX KOIHH
IPOM3BOJIUTCS OTBETCTBEHHBIMH PaOOTHHKAMH.

6.2. BoccraHoBlieHHE [aHHBIX M3 PE3EpPBHBIX KOMHH TMPOUCXOJHUT B Cloydae €€
HCUYE3HOBEHUS] WJIM HApylIeHWs BCJIEJCTBHE HECAHKIMOHHPOBAHHOTO JOCTyNa B CHCTEMY,
BO3EICTBHS BUPYCOB, IPOrPAMMHBIX OIIHGOK, OMHGOK pabOTHUKOB U aNNapaTHbIX c60eB.

6.3. BoccTaHOBIEHHE CHCTEMHOTO I[IPOTPAMMHOTO OO€CIeYeHdss H IPOrpaMMHOIO
obecredenusi OOLIEr0 Ha3HAYEHWs TIPOM3BOJAMTCA C HMX HOCHTENICH B COOTBETCTBHH C
HHCTPYKIUAMH [TPOU3BOMUTEIS. -

6.4. BoccraHoBieHHE CHENHAIU3UPOBAHHOIO MPOrpaMMHOTO obecrniedeHus
NPOM3BOJIUTCS ¢ JMCTPHOYTUBHBIX HOCHTEJIEH MM MX PE3epPBHBIX KOIMH B COOTBETCTBHH C
MHCTPYKIJHSIMH T10 YCTAHOBKE HJIM BOCCTAHOBIICHHUIO JAHHOTO IIPOrPAMMHOI0 00eCTIeeH .

6.5. Boccranosienne HHQOPMAIMH, HE OTHOCSIIEHCS K IIOCTOSHHO M3MEHSEMbIM Oazam
JaHHBIX, IPOM3BOUTCS C Pe3epBHBIX HOcHTeneH. IIpu 3TOM HCIONB3yeTCs MOCTEMHSA KOIHSA
MHpOpMAaIHH.

6.6. IIpH dYacTHYHOM HApYIIEHHH WIH HCYE3HOBCHHM 3ammcedl 0a3  JaHHBIX
BOCCTaHOBIICHHE IIPOM3BOMTCA C TOCTEHEH HEHAPYIIEHHOH exeTHeBHOH konuu. [loaHoCThIO
uHpOpMAIMs BOCCTAHABIMBAETCS C IIOCJIEJHEH €KCHE/ICIBHOH KONHMH, KOTOpas 3aTeM
JIOTIOJTHSAETCS €3KeTHEBHBIMHA JaCTUYHBIMU PE3EPBHBIMH KOITUSMH.
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[Tpunoxenue Ne7
K npukasy ot «04» mapra 2022 r.Ne 100

MOPAAOK
o6pameHus O CbeMHBIMH MAINHHHLIMH HOCHTEISIMH TEPCOHATLHBIX TAHHBIX
B MOY-001I cesaa Proxos

1. TepmMuHbI B onpeaeseHHS

UupopMainMorHas cucTeMa NepCOHATBHBIX TaHHBIX — COBOKYIHOCTB COAEPIKALIMXCS B
Gazax JaHHBIX NMEPCOHAJIBHBIX JAHHBIX H 00OECNEUMBAIOLIMX UX 00pabOTKY HH(POPMALIUOHHBIX
TEXHOJIOTHIH U TEXHUYECKHX CPE/ICTB;

CheMHBI MAIIMHHBIA HOCHTENb IE€PCOHANBHBIX JaHHBIX — CMEHHBIH HOCHTEIb
NepPCOHATBHBIX JAHHBIX, IPEAHA3HAUCHHBIH J1UId 3alIMCH ¥ CUHTHIBAHHS NEPCOHAIBHBIX TaHHBIX,
IIPeACTABIECHHBIX B CTAHIAPTHBIX KOJax;

O6paboTKa NepCOHATBHBIX JAHHBIX — JIE00oe JedcTBHE (ONepauus) HilH COBOKYIHOCTH
JeficTBUI (Omepanyii), COBEPIIAEMBIX C HCIIONb30BAaHMEM CPEJICTB aBTOMaTH3auuMu Win 6e3
MCTIONB30BAHMS TAKMX CPEACTB C [EPCOHAIBHBIMH J[@HHBIMH, BKIOYas cOOp, 3ammch,
CHCTEMATH3alHI0, HAKOILUICHHE, XpaHEHHe, YTouHeHHue (0OHOBJIEHHE, HU3MEHEHHUE), H3BJICUCHHE,
MCTIONB30BaHKe, Tepejady (pacnpocTpaHeHHe, IPENOoCTaBIeHHe, JOCTYI), O00e3TH4HBAHME,
610KMpOBaHUe, yIaleHHEe, YHHITOXKEHHE [IEPCOHATBHBIX TAHHBIX;

[lepconanbHble jannble — M00as MH(GOpMaNKUs, OTHOCSINAACS K IPAMO MM KOCBCHHO
OIIpe/IeICHHOMY HJIH OTIpesie/isieMoMy (pu3nudecKoMy JHILy (CyOBeKTy nepCOHAaNbHBIX TaHHBIX);

CpenctBo 3ammThl MHOOpPMAlMKH — TMPOrpaMMHOE 0DECneueHHe, MPOrpaMMHO-
anmapatHoe — obecliedeHWe, — amlnapaTHoe — OOecriedeHHe,  BEHIECTBO MM MaTepual,
npeHA3HAYCHHOE HIIH HCIOJIB3YeMOe ISl 3aIUThl MH(OPMAIHH.

2. O0mMe NOJIOKEHUSA

2.1. Hacrosmmii [lopsimoxk oOparieHuss €O CHEMHBIMA MAIIHHHBIMH  HOCHTCIIAMHU
mepcoHanbHpX AanHeix B MOV-OOIIl cena Pioxo (manee — [Mopsaok), paspaboran B
COOTBETCTBHH ¢ 3aKOHOAATeIbCTBOM Poccuiickoii Menepanin O MepCOHATBHBIX JAHHBIX (lajiee
— [1JIH) ¥ HOPMATHBHO-METOIMYECKUMH 0KYMEHTaMH (elepatbHbIX OPraHOB HCIIONHATETbHOH
BracTH 1o Bompocam GeszomacHocTd [IJIH TpH ux 00paboTke B MH(GOPMAIMOHHBIX CHCTEMAX
nepcoHaIbHbIX nanHbX (nanee — UCTI/In).

2.2. Hacrosumwuit [lopsijiox onpeenser:

—  TlpaBuia obpamieHus CO CheMHBIMH MAITHHHBIME HOCHTE/ISIMH HH(OPMAIWH, B TOM
gucne u [1]1x (manee — CMHU);

—  Tlopsanok opranuzaiuu yaera CMHU;

—  nmopsagok yauaroxenust CMHU.

23. Ilon CMHU B mnactosmmem llopgaxke NOHMMAIOTCH CJIEIYIONIHE HOCHTEIH

napopManun:
—  onrrueckue qucku (CD, DVD) oaHOKpaTHON 1 MHOTOKPATHOM 3allHCH;
—  9JIeKTPOHHBIE HAKONUTEMN HH(OPMAIUH ((IIIM-TIAMATH, ChEMHBIE KECTKHE [IHCKH);
—  WHbIE HOCUTEIH HHOOPMAIIHH.

2.4. Tpebopanus Hacrtosmero Ilopsaka ABIAIOTCS 00A3aTE/IBHBIMH J[UIS HCIIONHEHHS
Bcemn paboraukamu MOY-OOIII cena Pioxop (nanee — Yupex/eHHE), MCHOIL3YIOUMMH B
cBoeit pabore CMHU.

2.5. Bce paborauku Yupexaenus, ucronssytomue CMHW, no/mkHbl OBITE 03HAKOMIICHBI
¢ TpeboBanmsamE HAacTOAHM [TopsAaKOM MO/ POCTIUCH.

2.6. Hacrosmmit Tlopsiiok siBseTcss JOMOJNHEHHEM K JICHCTBYIOIIUM JIOKAIbHBIM
HOPMATHBHBIM aKTaM (BHYTPEHHMM JOKyMEHTaM) II0 Bompocam obecriedeHus O€30macHOCTH
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cBejeHHll KOH(OMIGHIMATLHOrO Xapakrepa, B ToM uucae u IIJ[H, W He WCKIOYaeT
00513aTEILHOIO BBIMIOJIHEHUS UX TpeOOBaHUH.

3. Tlpasuaa ofpameHus O CbeMHBIMH MANIMHHBIMH HOCHTEIIMH NEPCOHATBHBIX
AAHHBIX
3.1. O6pamenne co CMHM 0mKHO OCYIIECTBISETCS TakuM 0OpasoM, dTOOI
MCKJTFOYAJIMCh X YTpaTa, MopYa ¥ HeCAaHKIIHOHMPOBAHHBIA JOCTYII K HUM IOCTOPOHHMX JIHLI.
3.2. Ilpu obpamennu co CMHH, BBIMOIHAIOTCS CIeAYIOIHE OCHOBHBIE TpaBUIIa:

—  CMHMU y4uTHIBarOTCS ¥ BBIIAIOTCA 10J] POCIIUCH;

— CMHHM, cpox 3KCIUTyaTallid KOTOPBIX HMCTEK, YHUUYTOXAFOTCA B yCTAHOBJICHHOM
HIOPSJIKE;

— s BeiHoca CMHMUM 3a mpejeibl KOHTPOJIMPYEMOM 30HBIL, 3alpallMBaeTCs
CrienEaIbHOE pa3peleHne y OTBETCTBEHHOTO 3a obecnieyenne Gesonacuocty I1/1H B
UCTI/In (nanee — OTBETCTBEHHBIN), a pakT BeIHOCA HUKCUPYETCH,

—  mpaBo Ha nepemennenrne CMHU 3a npeiesibl KOHTPOJIUPYEMOH 30HBI, HMEIOT TOIBKO
Te nMIA, KOTOPHIM OHO HEOOXOAMMO JUIA BBIIOJHEHHS CBOMX JO/DKHOCTHBIX
obs3anHocTel (QyHKIIH);

— Bee CMHU gomkebl XxpasuTcs B cefidax (Meramuyeckux —Imkadax),
0GOpyIOBAHHBIX BHYTPEHHMMH 3aMKaMH C IBYMs Wi Gonee ayGiukaTaMu KiodeH
M TPUCIOCOONEHHBIME [UTS OTICYaThIBAHHS 3aMOYHBIX CKBR)KHH MM KOIOBBIMH
3aMKaMH;

—  pomyckaercss Xpanenue CMHW BHe ceitpoB (MeTamyeckux MmKahos) MpH
yclnoBusX ~ yHWuTOXeHHs (crmpanms) IIJln u  ocraTouyHOH uHbopManuu
(uEdOpMalKK, KOTOPYIO MOXKHO BOCCTAHOBHTBH IIOCIE YJAICHHA C IOMOUIBIO
HEINTATHBEIX CPEJICTB W METOJOB) C MCIIONB30BAHHEM CPEJCTB CTHPAHHS NaHHBIX H
0CTaTOYHOM HH(pOpMaluu, TG0 eciM HAa CbeMHOM MammHHOM Hocutene I1JIH
xpanarcs tompko I1JlH B 3amm@poBaHHOM BHJIE C HCIOJIB30BAHHEM CpEICTB
kpunTorpaguueckoi 3aIuThl HHPOPMAIIHH.

3.3. CMHMU pomkeH HCIOJIb30BaThCes, HE 0OJiee CpoKa SKCITyaTalnH, yCTaAHOBICHHOIO
M3rOTOBHUTEIEM MAaTEPHATBHOTO HOCHTEIIS.

4. TlopsaoK XpaHEHHs H YYeTa ChbeMHBIX MAMHHHBIX HOCHTEJIeH MePCOHATBHBIX IaHHBIX

4.1. CMHMU, [0/KHBI HMETh ClENHaTbHYI0 MAPKHPOBKY. THI MapKUPOBKH BBIOMpaeTCs
OTBETCTBEHHBIM.

4.2. Bce maxoasmumecs Ha xpaHenud u B obpamenumn CMHHW  yuuthiBatoTCs
OtBeTcTBeHHBIM B «OKypHane y4era ChbeMHBIX MAlIMHHBIX HOCHTE/IeH NEPCOHANBHBIX AaHHbIX B
MOVY-OOIII cena PioxoB , ¢gopma xotoporo ycraHosneHa B IlpuioxeHu# 1 K HacTOsLIEMY
[Topsiaxy.

43. B mHepabouee BpeMs M BpeMsi OTCYTCTBHs HEOOXOIMMOCTH MHCIOJIB30BAHMS
[1JITsCMHU nomkrel Xxpanuthes B Xxpanuuiax CMHH.

4.4. Tlepeuenp XpaHwiuul onpeensiercs B «KypHane ydera XpaHWIHIN HOCHTETCH
nepconansHbix ganHbX B MOV-OOIII cena Proxos .

4.5. Tloms3oBarenu is BeIMonHeHHs pabot nosiydaror CMHU y OtserctBenHoro. Ilpu
HOJydeHHH JIEJNA0TCA COOTBETCTBYIOIHME 3amucu B «KypHaje ydera ChEMHBIX MalIMHHBIX
HOCHTeIel epcoHanbHbIX AanHbx B MOY-OOIII cena Proxos.

5. Tlopsanok yHHYTOKeHHs CbeMHbBIX MAIIMHHBIX HOCHTe/IeH NepCOHATbHbBIX TaHHBIX
5.1 Vuuuroxenue [1/]1 mpou3BoAUTCS TOJIBKO B CIEAYIOIIUX CIIy4asX:

—  obpabareiBaemble IIJIH TMOUIEXAT YHHYTOXKEHHIO JHMOO O00€3IMYMBAHMIO IO
DOCTHXKEHUH 1eneit oOpaboTKM WM B Clydae YTpaThl HEOOXOAMMOCTH B
JOCTHIKEHHH 3THX TIeTIeH, eClIM MHOE HE MPENYCMOTPEHO (eaepaibHbIM 3aKOHOM;

— IIJIe SIBASIOTCS HE3aKOHHO IIOJIYYEHHBIMH WIIM HE SIBIAIOTCS HEOOXOIMMBIMHU UL
3asBJICHHOM e 00paboTku;
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— B clydae BBIBJEHHS HENPaBOMEpHOH 00pabOTKH [1/la, ecmu oOecneYnThH
npaBoMepHOCTh 00paboTKy [1/[H HEBO3MOKHO;

— B caydae gocTikeHus nemn oopadorku [1/1H;

— B ciydae or3biBa cyonexrom [IJ/lu cormacus Ha obpabotky ero II/In u B ciydae,
ecnu coxpanenne [1/]n Gosee He Tpebyercs A Leselt 06paboTKH [11n.

52 CMHH, npumeamue B HErOJHOCTh HIIH OTCIIY)KHBIINE yCTaHOBJIEHHBIN CPOK,
MOJIJIEXAT YHHITOKEHHIO.

5:3. Vauuroxkene CMHM  ocymiecTBiseTcs KOMHCCHEH 1O YHHYTOXKCHHIO,
Ha3zHaueHHOH npuka3oM Jupexropa Y YpermIeHus.

5.4. Ipu yumaroxernn CMHU neobxomumo:

—  yOemuThbes B HEOOXOAMMOCTH YHUHTOKEHUS CMHU;

— ybenuthcst B TOM, YTO YHHHYTOXKAIOTCS TOJNBKO Ta uHbopMalus, KOTopast
npeiHa3sHaueHa Ul YHHYTOKEHHUA;

—  ynuuroxuts CMHU moxxomsimum crocoboM, B COOTBETCTBHM C HACTOAIIHUM
[TopsiakoM MM cHOcoOOM. yYKa3aHHBIM B COOTBETCTBYIOIIEM TpeOOBaHUM HIIH
PacropsANTENbHOM JIOKYMEHTE.

3.5. ITpu yauurosxxesnn CMHU npumenstoTes ciexyromue CrocoOmL:

—  m3MenbueHME B OymaropesaTelbHOH (OYMaroyHHYTOXHTEIbHOH) MAllMHE — JUIS
JIOKYMEHTOB, HCIIOJIHEHHBIX Ha Oymare;

—  TmaTenbHOE BbIMaphiBaHWE (C  MPOBEPKOH  TINATEIbHOCTH BBIMapbIBaHHS)
uH(OPMAIMH, MOJUIeKAIIEH YHHYTOKCHHIO — JUIS COXpaHCHHT BO3MOKHOCTH
00palboTKH WHBIX JAHHBIX, 3a()MKCHPOBAHHBIX B JIOKYMEHTE;

— p3MeibueHHE B CICIHATbHON MyJIBTHPE3aTEIBHON (My/IbTHYHHUTOXKHTEIbHOMH)
MarluHe Wik QU3NYecKoe YHMYTOXCHHE (PaspylICHHE) HOCHTENCH HH(pOpMAIUH —
st CMHMU Ha onTHUYeCKHAX JHUCKaX;

—  ¢usmueckoe yuuuroxenne sacrer CMHU — paspyinenue uin CuiIbHas nedopmanms
— Ui HocHTesel MH(OPMALMH Ha KECTKOM MAarHMTHOM MIHCKe (YHUHTOKEHHIO
TMo/UIe)RaT BHYTPEHHHE JMCKM M MHKpocxembl); SSD-amckax, USB- u Flash-
HOCHTENSX (YHHYTOXKCHHIO TOJIEKAT MOMYIH H MHKPOCXCMBI JIOJITOBPEMEHHOM
TIAMSITH);

—  CTHpaHHE ¢ TOMOLIBIO CePTH(HUIMPOBAHHBIX CPEICTB YHHITOKCHHA uHpopMauK —
7118 3arvceii B 6a3ax JIAHHBIX ¥ OTJC/IbHBIX JOKYMEHTOB Ha MAITHHHOM HOCHTEIIE.

5.6. Ilo pesynpraram ynuurtokenns CMHU KOMHCCHEH cocTaBnsieTcss «AKT
YHHUTOKEHHS CHEMHBIX MAIIMHHBIX HOCHTE/EH MEPCOHATBHBIX MAaHHBIXY, bopma KOTOPOTO
ycranopjieHa B [Ipunoxkennn 2 K HacTOSAIIEMY [Topsaxy.

6. OTBeTCTBEHHOCTH

6.1. OTBEeTCTBEHHBIM 3a XpaHeHue, yueT i Bpitasy CMHU, apnsercs OTBETCTBEHHBIMH.

6.2. Bce paGoTHHKM YUpEKICHHUS, HCHOIb3YIOIIHE CMHMU u OTBETCTBEHHBIH HECYT
OTBETCTBEHHOCT 3a HEHAJUIEKAllee WCIONHEHHEe I HEHCIONHEHHE CBOUX OOS3aHHOCTEH,
npeaycMoTpeHHbIX HacTosmmM [lopsiakoMm, B Tpeaenax, ONPEICICHHBIX JICHCTBYIOLIHM
3aKOHOJATENECTBOM  PoccuiicKon denepannn. 3a  HecoOmoneHHe  TpeOoBaHHMN
saKoHOMATe beTBA Poccmiickoii  @emepalu  NpeIyCMOTpeHa TpaXIaHCKasi, YTOIOBHad,
aIMHHHCTPATUBHAS, TUCLUITTMHADHAS OTBETCTBEHHOCTD.
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TIO/IEKAT YHHUTOKEHUIO CIIE/YIONHME CheMHbIC MAITHHHbIE HOCHTE/H NEPCOHATBHRIX JAHHBIX:

Jlara OKOHYaHHUS CpOKa VYyeTHBIM HOMEp CHEMHOTO HOCHTENA
Ne 06paboTKH 3apUKCUPOBAHHBIX WJIM HAUMEHOBAHHE TEXHHYECKOT0 n
/1 | Ha HOCHTEJIE NEPCOHATBHBIX CpeAcTBa, Ha KOTOPOM YHHYTOXAKOTCS i
JAHHBIX daiias
1 2 3 4
Bcero cbeMHBIX
HOCUTE/IEH
(uudppamu 1
IPOIUCHIO)

HCPEHHCHCHHLIG ChEMHBIE HOCHUTEIIM YHHUYTOKEHBI IIYTEM

(Mexaﬂuqe(:l(oro YHHYTOKEHHS,

CKHTaHUs, paspe3anus, 1e(OPMUPOBAHHUS 1 T.11.)
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IMpunoxenne No8
K puKazy ot «04» mapra 2022 r.Ne 100

PEI'JIAMEHT
pearupoBaHHs HAa HHIHICHTDI nH(popManHOHHOH 6€30NaCHOCTH B
HH(OPMANMOHHBIX CHCTEMAX NEPCOHATBHBIX TAHHBIX MOY-OOIII cena ProxoB

1. TepmuHbl ¥ onpeeIeHNs

1.1. UndopMaluoHHas CHCTEMa IePCOHATBHBIX JAHHBIX — COBOKYITHOCTb COJIEPIKAIIHXCS
B Gazax JaHHBIX [IEPCOHATBHBIX JAHHBIX W 00ECTICUMBAIOMMX HX 06paboTky HHGOPMAIHOHHBIX
TEXHOJIOTHI B TEXHHYECKHX CPE/ICTB.

1.2. Unnuient WHGOPMAIMOHHOH 0€30macHOCTH  — moboe HempeABUICHHOE HIIH
HekeaTebHoe COOBITHE, KOTOPOe MOMKET HapymIUTh JCSTENBHOCTE HIH uH(pOPMAIIHOHHYIO
6e301acHOCTb. :

1.3. Uamunentamu uHGOPMAIMOHHOM 0€30MaCHOCTH SBJISIOTCA:

—  yrpara yciyr, 000py/I0BaHHs WK YCTPOMCTB;

—  cucTeMHbIe COOM HIIM IIEPerpy3KH.

—  omMOKH N0JIb30BaTENIEH;

—  HecoOoIeHue IOIMTHKH WK PEKOMEH/IALHH 110 nH(OpManHOHHON 6€30TmacHOCTH;

—  HapyuieHue GU3HIECKHX Mep 3alHThL;

—  HEKOHTPOJMPYEMBIE H3MCHEHHS CHCTEM;

—  c6ou IPOrpaMMHOTO 00€CTIeYeH S H OTKA3hI TEXHUUCCKHIX CPEeJCTB;

—  HapylleHHe MMPaBhII JI0CTyTIA.

1.4. O6paboTka NEPCOHATBHBIX MAHHBIX —— moboe meiicTBue (omepamus) UM
COBOKYIIHOCTb  JICHCTBHH (omepamuii), —coBeplIaeMbiX € HCIIOJNB30BAaHHEM  CPEJICTB
ABTOMATH3ALMH MM G€3 HCIONb30BAHMS TaKUX CPEICTB C NEpPCOHATbHBIMH JAHHBIMH, BKJIIOYAS
¢60p, 3amuCh, CUCTEMATH3ALMIO, HAKOIICHHE, XPAHEHHC, yTouyHeHHe (0OHOBJICHHE, H3MEHEHUE),
W3BJICUCHHE, WCIIONB30BaHME, mepenady (pacmpOoCTpaHCHHE, npefocTaBieHue, JI0CTYI),
oGe3THuMBanKe, OJOKHPOBAHHE, YAJICHAE, yHHYTOKEHHE NEPCOHAIBHBIX IAHHBIX.

1.5. IlepconanbHble AaHHBIE — mobas uHGOpMAIUS, OTHOCAMAACs K MPIMO WK
KOCBEHHO OIIpEIE/ICHHOMY MIIH ONpENIeIieMOMy dusuueckoMy Ty (CYOBEKTY MEPCOHATBHBIX
JIaHHBIX ).

1.6. CpejicTBO 3amUTHl MHpOpMALMH — porpaMMHOe o0OecredeHHe, MpOrpaMMHO-
anmaparHoe — obecreveHue, — annapaTHoOe obecrieuenne, BEIIECTBO  WIH — MaTepual,
[pe/IHA3HAYCHHOE M/IH HCIOIB3YEMOE JUIs 3allUThI uH(pOpMalnH.

2, O6mue Mo/ 10KeHUs
21. Hacrosmmii PernameHT pearupoBaHus Ha HHIUICHTBI UHGPOPMALHOHHOH
6e30MacHOCTH B HHQOPMAIMOHHBIX CHCTEMAaX IEPCOHANBHBIX JAHHBIX MOVY-OOILI cena Proxos
(natee — PernameHT), paspaboTaH B COOTBETCTBMH C 3aKOHOJATETHCTBOM POCCHHUCKOM
®enepanui 0 TNEPCOHAIBHBIX JAaHHBIX (nanee — IlJln) u HOPMATUBHO-METOHYECKUMHA
JIOKYMEHTaMH (peZiepaibHbIX OpraHoB MCIIOJIHUTEIbHOM BJIACTH 10 BOmpocaMm Oe30IacHOCTH
[Jlz npu ux oGpaboTke B MHPOPMAMOHHBIX CHCTEMax [IepCOHANBHBIX JaHHBIX (Janee —
UCITdn).
2.2. Hacrosmmii PeraMeHT ONpeac/isacT:
—  [OpSIOK PErMCTpaIiy coObITHi Oe30MacHOCTH:
—  [OpANOK  BBIABJICHHS — MHIMIICHTOB undopMaloHHOH  Oe3omacHOCTH  H
pearupoBaHMIO HA HUX]
—  HOpAJIOK NPOBEICHMS aHAIN3a HHIUIACHTOB 1HGOPMALIHOHHOM 6€30MacHOCTH, B TOM
4gHcIIe OIpe/IeIeHUe HCTOYHHKOB | IPHYHH BO3HHKHOBEHUSA HHIH/ICHTOB.
2.3. PerimameHT o0s3aTesieH A8 HCIONHEHHS BCEMH paGorankama MOVY-OOILL cena
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PioxoB (nanee — YupexJIeHHe), HeNmocpeACTBEHHO OCYIECTBIAIOIIMUMH 3aIUTY ITIr 8 UCI1/IH.

i 5

;%

4.1.

3. UnnuaeHTbl HHGOPMALIHOHHOH 0€30MACHOCTH
K ununpentam UB oTHOCSATCA:
Hecobmoenue TpeboBanuii mo 3amuTe [1){H:
— wucnonb3oBanne DBM B messix, He CBA3aHHBIX C BBINIOJTHEHHEM TPYIOBBIX
(cimyeOHBIX, TOJDKHOCTHBIX, QyHKITHOHAIBHBIX) 00S3aHHOCTEH;
— ytpara Hocutens IT/1H;
— yTpara KIIOYEBBIX IOKYMEHTOB, KIIOUEH OT MOMEIICHHH M XPaHWIIMII, JHYHbIX
reyareif, y10CTOBEPEHHMM, IIPOITYCKOB.
nonsitkd HCJT x [1/1H:
— mogfop UykOro HAeHTHUKATOpa U Mapojs, NOCHENYIOMHUI JOCTYl C
MCITOJTB30BAHUEM UYIKOTO TIapoJIs;
~ W3MeHeHHe HACTPOeK, cocTasa, napoiieil Texauyeckux cpencts UCI1/x;
— H3MeHeHue (YBeJIMYeHHE) TOJTHOMOYHH JI0CTYTIA;
— HapylIeHHE NENOCTHOCTH YCTAHOBJIEHHBIX 3alIHTHBIX TUIOMO;
— xomnuposanue I1]In Ha HeyuTeHHBIe cheMHbIe HocuTesu [1/1H;
— sapaenue paboyero mecra u/umm cepsepa MCIIJIH BpeloHOCHO# MPOrpaMMOH;
— xumenue gocurenen [1)1H;
— xumenue texuudeckux cpeacts UCITn;
— yMBIILIEHHOE HapyLIeHHe paboTOCIOCOOHOCTH TeXHUUYECKUX CPEJICTB UCITR;
— XHIIEHHE KPUITOCPEJCTB, KIIOYEBBIX JOKYMEHTOB, KIIOYEH OT IMOMEMICHHH H
XPaHUITHIIL, JINYHBIX TleYaTe, y0CTOBEPEHHUH, TPOIYCKOB;
— HecaHKIHOHMPOBaHHOE MpoHKHKHOBeHHE B nometnenns UCII/Ia;
— OYHCTKA JJIEKTPOHHBIX )KyPHAJIOB MOHMTOPHHTA.
c6ou B pabote Texunyeckux cpencts MCIT/In O6mecTsa.
K nanuaenram b He oTHOCATCS:
Hey/IauHBbIe TIONBITKA BTOPXKEHHH, KOTOpBIE ObLIH OOHAPYIKEHBI H HEHTPATM30BAHBI C
ucnons3oanuem C3U;
Hey/JauHble TONBITKA 3apakeHHss pabouyMX MeCT W/HIH CEpPBEpOB NCTIx
BPEIOHOCHOM MpOrpamMMoii, KOTOpble ObUIM OOHApYXeHbI W HEHTpPaTHW30BaHbl C
rcnonp3oBaHueM C3U

4. Tlopsaok perucTpanuy codbITHH (€30NacHOCTH
Peructpanus cobwrtuii 6e3omactoctd B MCIIJIH ocymecTsisieTcs B clIeayromeH

NOoCIen0BaTCIbHOCTH

1)
2)
3)
4)
S)
6)

7)
4.2.

Omnpenesierne coObITUH GE30MAaCHOCTH, MOUISKAIINX PErHCTpPalluK, W CPOKOB HX
XpaHeHHsI.

OmnpezelieHne cocTaBa M cojepKaHus HHOOpMAIMHM O COOBITUSX O€301aCHOCTH.
MOJIeNALUX PETHCTPALMH.

C6o0p, 3amuch ¥ XpaHeHHe HHPOPMAIHH O COOBITUAX OE30MaCHOCTH.

PearupoBanue Ha cOOH IIPH PErHCTPALMU COOBITHI O€301aCHOCTH.

MoOHUTOPHHT ~ (IPOCMOTP, ~ AHAIM3)  pe3y/IbTaTOB  PETMCTPAallM¥  COOBITHI
6e30MacHOCTH ¥ pearipoBaHUE Ha HHUX.

['eHeprpOBaHHE BPEMEHHBIX METOK H (MJIM) CHHXPOHH3AIMs CHCTEMHOI'O BPEMEHH B
UCIT1/1x.

BamuTa HHGOpMALIUH O COOBITHAX OE30IIaCHOCTH.

Cobbitust  Ge3omacHocTH, mnomnexamue perrcrpaunn B MCIIJIH,  HOMKHBI

OTIpeNIeNATLCS ¢ y4eToM Croco0oB peatusanuu yrpos GesonmacHoctd I1[IH ans HUCTIJa. K
cobpITHAM Oe3omacHocTH, momnexamuM peructpaiun B MCIIJIH, H0DKHBI ObITH OTHECEHBI
mobsle npossienus cocrosaus VCII/IH u ee cHCTEMBI 3alIUThI, YKa3bIBAIOIHE HA BO3MOKHOCTD
HAPYIICHUS KOHQUICHIHATBLHOCTH, [EIOCTHOCTH WM JoctynHoctd IIJ[H, HocTymHOCTH
komnonenTtoB  WMCIIJla, HapyuieHuss NpOUEAyp, YCTAHOBJICHHBIX — OpraHH3allMOHHO-
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pacTOpsAMTENbHBIMH JIOKYMEHTaMH IO 3allTe [1Jla, a TaKKe Ha HApyIICHHE MITATHOTO
(GYHKIIMOHUPOBAHHUS CPEICTB 3aIUTEI uabopmanun (nanee — C31).

4.3. CobGbiTHs 6e30MacHOCTH, MOIeXKAIlMe PEerUCTpalin B WUCTI/In, ¥ CpOKH XpaHEHHS
COOTBETCTBYIOIIMX 3AIKMCeH PErHCTPAIIMOHHBIX XYPHAIOB TOJDKHE obecrieduBaTh BO3MOXKHOCTD
oOHapyKeHHsl, HACHTH(QUKAIMH H aHam3a HHIHMACHTOB uH(OpMalHOHHON 0e301acHOCTH,
sozaukmux B UCII/IH.

4.4. B VCIIJIH MOUIeKAT PErHCTPALIAHI CIIETYFOLINE COOBITHS

—  Bxoj (BBIXOJ), & TAKXKe MOIMBITKA BXOJa CyOBEKTOB J0CTyNa B UCII/Ia u 3arpysKu
(OCTaHOBKA) OTIEPAITMOHHOH CHCTEMBI;

_ [OIKTIOYEHWE CheMHBIX MamuHHbIX HocuTened [1/{H i BeBOA [T]I1 HA HOCHTEJIH,

— zamycK (3aBepiIeHHE) NPOrpamMMm H TPOLECCOB (3amanHuWif, 3a1a4), CBS3aHHBIX C
obpabotkoit I1/1x:

—  OOHOBJICHHE WX OLIMOKH TP OOHOBIIEHUH TIPOrPAMMHBIX CPE/ICTB UCTIdu u C3U;

—  [ONBITKM JOCTYIA TPOTPAMMHEIX CPEACTB K ONPEAENSCMBIM  3allHIACMBIM
00BEKTAaM I0CTYNA (TEXHAUECKHM Cpe/ICTBaM, y311am CeTH, IMHUAM (xaHa1aM) CBA3H,
BHEIITHMM YCTPOUCTBAM, [IPOrpaMmMam, ToMaM, KaTajloraM, daitam, 3amucam, oM
3anuceit) ¥ HHBIM OOBEKTaM J0CTYIa,

—  TOMBITKH yJAJIEHHOTO AOCTYTIA.

4.5. CoctaB W cojepikanue WH(OPMAIMH O COOBITHAX 6e30MacHOCTH, BKIIOYaEMOH B
3alMCH DETMCTpAlMi O COOBITHAX 0€30macHOCTH, JOMDKHBI, Kak MUHHUMYM, OOECIEeYATh
BO3MOKHOCTb HMAEHTH(UKAIMM THIAa COOBITHS 6€30MmacHOCTH, ATkl M BPEMCHH coObITHA
Ge30macHOCTH., WACHTH(GMKAIMOHHOW HH(pOpMAIMK HCTOTHHKA coOpITHS  0€30I1aCHOCTH,
pesyabTar coObITHS  6€30IMaCHOCTH (ycmemnHo WM HEYCTIELIHO), cyOpekTa gocTyna
(rorp30BaTeNs ¥ (MIIM) NPOLecca), CBA3aHHOrO ¢ TaHHbIM cobpITHEM 0€30TTaCHOCTH.

4.6. Ilpu perucTpanuyd BXOZa (BpIXOj@) CyOBEKTOB JAOCTYNa B UCTI[Ia m 3arpy3ku
(OCTAaHOBKA) ONEPAIIMOHHON CHCTEMBI COCTaB H COJACPKAHHUE uHpoOpManuH JOJDKHBI, Kak
MHMHMMYM, BKJIFO4aTh [aTy U BPEMS BXOJa (BbIXOJ@) B cHCTeMy (H3 CHCTEMbI) HJIH 3arpy3Ku
(OCTAHOBKH) OTIEPALIHOHHON CHCTEMBI, Pe3y/IbTaT HOMBITKH BXO/A (ycremHas Wi HEeyCTeHas),
pe3y/ibTaT TOMBITKH 3arpy3kn  (OCTaHOBA) ONEpaIOHHON CHCTeMbI (ycHemHas —WIH
HeycnenrHas), HAeHTAUKATop, TIpe(bsIBJICHHBIN NPH TOTBITKE I0CTYTIA.

4.7. Tlpu perdcTpauyy INOAKIHOYCHUS CHEMHBIX MAIMHHBIX nocurenei I1/IH 1 BBIBOAA
T/l HAa CbeMHBIE HOCHTEIH COCTAB M CONCPKAHWUE PETHCTPALMOHHBIX 3anucedl JOJDKHBI, Kak
MHHMMYM, BKJIOUaTh ATy W BpeMs MOAKIIOYEHHs CheMHBIX MAlIMHHBIX nocureneit [1J{n u
BeiBoza I1JIH Ha CHEMHBIE HOCHTE/IM, JIOTHHYECKOS HMA (HOMep) MOAK/IIOYAEMOr0 CHEMHOTO
MamMEHEOro HocuTens 1[I, MaeHTHUMKATOp CyOBEKTa AOCTYNA, OCYMIECTBISIOUIEIO BBIBOA
[1]Tn Ha chemusbiit Hocutens [1/1H.

4.8. [Ilpu perucrpailuy 3amycka (3aBeplIeHus ) IPOTpaMM H IPOLECCOoB (3aganuii, 3a1a4),
cB3aHHBIX ¢ 06padoTkoit [1/H cocTas M CO/IEpKaHHE PErHCTPALMOHHBIX 3anucei JOKHBL, KaK
MHHHMYM, BKTIOYaTh JIaTy M BpeMs 3alycka, HMA (upeHTHHUKATOp) IpOrpamMmsel (mpouecca,
3ajanud), uaeHTHbUKaTOp CyOBEKTa J0CTyna (ycTpoiicTBa), 3alpOCHBINEro IPOTpaMMy
(mporiecc, 3ajiaHue), pe3y1bTar 3amycKa (ycrenrHbli, HEYCIICIIHBIH).

4.9. Tlpu perucTpaud IOMBITOK JAOCTyNa NPOTPaMMHBIX — CPEICTB (mporpamm,
TIPOLIECCOB, 3a/aY, 3a/laHui) K 3alMIIacMbIM (haiiamM COCTaB M COAEPIKAHHE PETHCTPALHOHHBIX
samuceit IODKHBL, KaK MHHHMYM, BKJTIOUATh 1aTy M BPeMs MOMBITKH JOCTYIA K 3alAILacMOMY
Gainy ¢ yKazaHHeM ee pesylibTara (ycnemHasi, HeyclelIHas), uneHTuduKarop cyObekTa
mocTyma (YCTpoiicTBa), CenU(pUKanuio 3alHIaeMOro daiina (10ruecKoe UMs, THII).

4.10. Tlpu perucTpauud IHOMBITOK [OCTyNa NPOrpaMMHBIX CpeICTB K 3allyIacMbiM
06BeKTaM JI0CTyMa (TEXHHYECKHM CPeJICTBaM, y3JIaMm CeTH, JTHHHAM (xaHasaM) CBsI3H, BHEITHUM
yCTpo#icTBaM, NpOrpaMMaM, TOMaM, KaTamoraM, 3alliCiM, moJissM  3amuced) cocTaB H
cofepanue HHPOPMAIHK OJDKHBI, KAK MUHMMYM, BKIIOHATH ATy 1 BpeMsl [IOTIBITKH JI0CTYTIa
K 3amuigaeMoMy OOBeKTy ¢ YKasaHMeM e¢ pesyjbTara (ycmemHas, HeycleuHas),
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ureHTHdHEKATOp CyOBeKTa JocTyma (YCTpo#cTBa), crenMUKANMIO 3alIHIAEMOT0 00bEKTa
j0cTyna (Jloruyeckoe uMs (HOMep).

4.11. Ilpwu perucTpanuy MONMBITOK Y/IaJICHHOTO AOCTYIIA K MCII/Ia cocTaB ¥ COOepKaHUE
uH(OPMAIIHH ODKHBI, KaK MHHAMYM, BKIIIOYaTh Ty H BpeMs NOMBITKH yIAIeHHOTo 0CTyIa C
yKa3aHMEM ee pesynbTaTa (yCrelHas, HeyCIellHas), uneaTHGUKATOp CcyOBEKTa JJOCTyMa
(yCTpOMCTBA), UCHOMB3YEMbIHA MPOTOKOI AOCTYTA, MCosb3yeMbli uaTepdeiic focTyna u (Wim)
HHYIO HHOOPMAIHIO O NOMBITKAX YAAJICHHOTO JI0CTyna K UCIIs.

4.12. Co6op. 3amuch W XpaHeHHEe HH(pOpMALMH O coOBITHAX 0E30IacHOCTH B TEYCHHE
YCTAHOBJICHHOTO BPEMEHH XpaHECHUS JOTDKEH TIPe/TyCMaTPUBATh:

—  BO3MOXHOCTH BbIGOpa OTBETCTBEHHBIM 3a obecredeHue 0e30MaCHOCTH [z B
UCT{an (nn) Amqvunucrpatopom UCTIJIH coObrTri 0e30MMacHOCTH, MOIeNKaAIUX
PETMCTPAIHH B TEKYIIMi MOMEHT BPEMEHH W3 NEpEedHs COOBITHH 0e30macHOCTH,
OTIpe/IeIeHHBIX B IyHKTe 4.4 HACTOSIIEro PernamMenTa;

— redepanmio (cOop, 3amuch) 3amMceidl PErHCTpalrh (aynura) 10t cOOBITHH
0e30MMaCHOCTH, MOUISKAIIMX PErHCTPALU (ayJUTY) B COOTBETCTBUM C COCTABOM H
cojepkaHueM HH(QOpPMAIIUH, Onpe/ieICHHBIMH B COOTBETCTBHH C ITYHKTAMH 4.6
4.11uacrosmero PernamenTa;

— xpasenue uHbOpMAUMM O COOBITHAX OE30MAacCHOCTH B TCYCHHE BPEMCHH,
YCTAHOBJIEHHOTO B IIHKTe 4.3HacTosuiero PermaMenTa.

4.13. OObeM maMaTH Ul XpaHeHHs WHGOpMALMH O COOBITHSX 0E30mMacHOCTH JOJDKeH
GBITH PACCUMTaH W BbUIEJCH C YYETOM THNOB COOBITHI 0e301acHOCTH, TOMIECKAIIHX
PErHCTpallii B COOTBETCTBHM C COCTABOM H  COIEPKaHHUEM uadopMaIH O COOBITHAX
0e30MacHOCTH, MOISKANMX PErHCTPALMH, B COOTBETCTBUH C IIyHKTaMH 4.7 — 4.1 1nacrosmero
PernamenTa, MPOrHO3MPYEMOH YacTOThI BO3HUKHOBEHHMSA MOUIEKAUINX PErHCTPAIHH COOBITHH
6e30macHOCTH, CPOKA XpaHeHHs HHPOPMALMH O 3apErHCTPHPOBAHHBIX coOBITHAX 0E30MaCHOCTH.

4.14. B UCII/lH MOJDKHO OCYIIECTBIATHCS pearupoBaHMe Ha COOM TPH PETHCTPALHH
coGBITHI 6E30MACHOCTH, B TOM YHCIE AaNIapaTHble W IPOTPaMMHBIE OMIMOKH, cOoM B
MexaHu3Max c6opa HHpopMaluK U JOCTIKEHHUE NPeJielia UITH TEPeTIOTHCHAA oObemMa (EeMKOCTH)
TaMSATH.

4.15. PearmpoBanHe Ha COOH TP PErMCTpallMM COOBITHH 0e30MmacHOCTH JIOMKHO
IpeLycMaTpUBaTh:

—  mpeaynpexieHue (CHTHATM3alMsA, HMHIMKAIWA) O cbogx (ammapaTHbIX H
MporpaMMHbBIX ommOkax, c00sX B MEXaHH3Max cbopa uHpOpPMAWH WIH
nepenofHeHus o0beMa (EMKOCTH) NaMsiTH) TP  PErMCTPAlHH cOOBITHH
6€e30MacHOCTH;

—  pearupoBaHM€ Ha COOM IPH PETHCTPAIAX COOBITHH OE30MACHOCTH MyTEM H3MEHEHUA
OTBeTcTBEHHEIM 3a obecrnedenme OesomacHoctd I1Jln B MCII[Em  (wmm)
Anmunucrparopom UCI/{a mapamerpos cOopa, 3allMCH U XpaHCHHA AHpOpMALMHU O
COOBITHSIX 0E30NacCHOCTH, B TOM HHCIC OTKIIOYCHHE 3aImHMcH HHQopManud o
cobbiTHsX OezomacrHocTd oT uacth kommoseHtoB MCIIJIH, 3amuch TOBEPX
yCTapeBIINX XPaHMMBIX 3alicei coOBITHH Ge30MacHOCTH.

4.16. MonuTtopunr (IPOCMOTp ¥ AaHAIW3) 3alMCedl PErHCTPalHy (aymmTa) JOJDKEH
[IPOBOIMTBCS /Ui BCEX COOBITHH, TMOMIEKAUMX PETHCTPAIMH B COOTBEICTBMM H €
IEPUOMYHOCTBIO,  YCTAaHOBJIEHHOM  ONEpaTopoM, H obecrieunBaronieii  CBOEBPEMEHHOE
BBISIBJICHHE TTPU3HAKOB HHI[MIEHTOB HHOPMAIMOHHOM O€30MacHOCTH B NUCIIdx.

4.17. B ciyuae BbISBIEHHME IPH3HAKOB MHIMIEHTOB MH(OPMAIHOHHOH 0e30macHOCTH B
VCTI/{H oCyliecTB/IsSeTCs IJIAHKPOBAHHE M TPOBEICHWE MEPONPHATHH IO peardpoBaHMIO Ha
BBISSBJICHHBIE HMHIMIAEHTHl 0E30IaCHOCTH B COOTBETCTBMM C IOPSAIKOM  NPOBCACHHA
pasbupaTenbeTB 10 (pakTaM BOSHUKHOBCHHS HHIMICHTOB B UCII/n.

4.18. Tlomy4eHue METOK BPEMEHHM, BKIIOYAMOMIUX JaTy W BPEMs, MCHOIB3yCMBIX IpH
reHepaluy 3amuceit perucTpany (ayaura) coObITud 6e30MacHOCTH B UCTI1s, nocturaercs -
MOCPE/ICTBOM TIPUMEHEHNs BHYTPeHHHX crcTeMubx YacoB UCTI/In.
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4.19. 3ammra HHPOPMALUK O COOBITUSX 0E30MaCHOCTH (3ammcsX PervcTpaluu (ayauTa))
oGecreunBaeTcss NPHMEHEHHEM Mep 3alluThl HH(OpMALMK OT HENpaBOMCpHOTO JOCTYyIIa,
VHHYTOXKEHHS WA MOTHQUUMPOBAHHA M B TOM HHCIC BKIIIOYACT 3aLIMTY CPEJCTB BE/ICHUS
perucTpaiui (ayuTa) ¥ HACTPOEK MEXaHN3MOB PErUCTpariy COOBITHH.

4.20. JlocTyn K 3amucsM ayauTa W QyHKIHAM YIPaBICHHA MEXaHU3MaMH perucTpanuu
(ay/MTa) MOJIKEH IPEIOCTABIATECS TOIBKO YIOIHOMOUCHHBIM JOJBKHOCTHBIM JIHIAM:

—  OTBETCTBEHHOMY 3a obecriedenne Oe30MacHOCTH I11x 8 UCITAR;
—  agmunauctparopy MCIIT/IH. ,

5. Tlopsaok BbIsIBJEHHA HHIHIECHTOB nHopMALHOHHOI (€3011aCHOCTH U PearupoBaHHs
Ha HUX

51. 3a BbISBICHME WHIMICHTOB MH(OPMAIMOHHONH G€30MacHOCTH M pearnpoBaHUE HA
HUX OTBEYAIOT:

_  oTBeTCTBeHHBIH 32 oGecnieuenue GesomacHocTd [1/1H B NUCTIJIH;

—  anvuauctpatopUCIT/Ia.

5.2. PaboTHMKH YUpPEKIEHHS, NOJUKHB COOOMATh OTBETCTBEHHBIM 32 BBLIABICHHUC
MHIMICHTOB HHPOPMALIMOHHOM H€30TmacHOCTH O MOOBIX UHIMIEHTAX, B KOTOPHIC BXOIAT:

— daxThl TNOMBITOK M YCICIIHOH peann3aliy HEeCaHKIMOHUPOBAaHHOIO [0CTyHNa B
WUCII/ln, B TNOMEIICHMS, B KOTOPBIX OCYIICCTBIACTCA obpabotkall/ln, u K
xpanmuimam [11x;

—  daxTsl c60s WK HEKOPPEKTHOH pabOThI CHCTEM o6paGoTku HH(GOPMALIHH;

—  ¢axTsl c60s WM HEKOPPEKTHOI padoThI C3U;

—  (haxThl pasrialeHus I1/Tn;

—  daxThl pasriamenus WHGOPMAUUM O METOAAX H criocobax 3aIuTel U 00padOTKH
[11n.

53. Bce HemTaTHble CHTyalud, (GakTel BCKPHITHS M OICYATHIBAHHA TEXHUYECKHX
CPEJICTB, BBIIIONHEHHS MPOQHUIAKTHIECKAX paboT, YCTAHOBKH ¥ MOIU(HKAIMK annapaTHbiX H
nporpamMmusix cpezcts odpaborku [1/11 B WCII/Ia noskHbl OBITH 3aHECEHbI OTBETCTBEHHBIMH
32 BBISIBJICHHE MHIMICHTOB MH(POPMAILMOHHOH Oe30MacHOCTH B «KypHasl y4yera HELITATHBIX
curyauui, (AKTOB BCKPHITHS H  ONEYATHIBAHMA TCXHHICCKHX CPEACTB, BBINOIHEHHUA
NpodUIAKTHISCKUX paboT, yCTAHOBKH H Mo(bUKAIMK alapaTHBIX U MPOrPaMMHBIX CPEICTB
06paboTKH MEPCOHAILHBIX JaHHBIX MOVY-0OIII cera Proxos , hopma KOTOPOro yCTaHOB/ICHA B
[Mpunoxkenun 1 K HACTOAIEMY PernaMeHTy WM B JJEKTPOHHBIC KypHAIBI ornepaluoOHHOM
cuctembl 1 C3H.

5.4. AHamM3 HHUMICHTOB MH(pOPMAIMOHHON 0e30macHOCTH, B TOM HHCIC onpeiesIeHHe
MCTOUHMKOB M TNPHYMH BO3HHKHOBEHHS WHIMJICHTOB, OCYLICCTBIACTCAH COrJIaCHO TMOPAAKY
poBeJieHNst pa3GUpaTenbcTB 1O (aKTaMm BO3HUKHOBEHHA MHIMACHTOB HMH(pOPMAaIHOHHOM
6ezonacnoctu B UCIL/IH.

5.5. Mepsl 0 YCTPAHEHHIO NOCIE/ICTBHH HHIHACHTOB uHGOPMALMOHHOH O€30MaCHOCTH,
[UIAHAPOBAHMIO W NPHHATHIO Mep MO NpPEJOTBPALICHHIO [IOBTOPHOTO  BO3HUKHOBEHMS
MHIMIEHTOB, BO3JAraloTcss Ha OTBETCTBEHHBIX 32 BBIABICHHC MHIIU/ICHTOBUH(POPMAIMOHHOH
0e30macHOCTH.

6. OCHOBHBIE ITANBI POLIECCa PeArHPOBAHN HA HHIHACHTDI

6.1. Jluia, 3aHEMAIOIIMECS pearnpoBaHkeM Ha HHIMIICHTEI, J0JDKHbL o0ecreduTh 3Ty
WCIIJls u upouHGOPMHpPOBATh MOIb30BATENed, O BAKHOCTH MEpP IO obecrieueHHIO
uH(pOpPMAIHOHHOH 6€30TaCHOCTH.

6.2. Jluna, 3aHUMAIOIIMECS pEearHpoBaHWEM HA MHIMACHTBI, JOJDKHbI OIpE/IENHUTE,
ABJIACTCA JIH obH apyxceHHoe HMH ¢ TIOMOIIBHKY pa3:mlm51x CUCTEM obecrnieueHust
uH(pOPMAIMOHHOH 6e30MacHOCTH  COOBITHE  WHIMJCHTOM  HIIH ger. Jlng »3Toro MOryT
HCIIONH30BATLCS MyOIMUHbIE OTYETHI, IOTOKHM JaHHBIX 00 yrposax, CpeicTsa CTATHYECKOro M
JIMHAMHYECKOro aHamuza o0pasloB NPOrpaMMHOro obecrieueHHss H JIpyrHe HCTOYHMKH
uapopmanuu. CTaTHyecKuil —aHaIM3  BBINOIHACTCA fe3 HENOCPEJCTBEHHOIo  3alycKa
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HcceayeMoro obpasiia ¥ IMO3BOJIAET BBIIBUTH Pa3/IM4HbIC HHAWKATOPBI, HAMPHMED, CTPOKH,
comepxamue URL-ampeca MM ajgpeca MEKTPOHHOH MOYTHL JluHamuueckuil  aHaiu3
10/Ipa3yMeBaeT BBINOIHEHHE HCCIIelyeMOH IPOrpaMMBbl B samuueHHoi cpene (Ilecounnue) mm
HA W30JIMPOBAHHOM MAIIMHE C LENbIO BBIABICHUS MOBECHAs 00pasua u cbopa apTeakToB ero
paboThI.

6.3. JInia, 3aHAMAIOLIHECS PearnpOBAHAEM Ha HHIMICHTI, JIOJDKHbI HACHTHHUIMPOBATH
CKOMIIPOMETHPOBAHHBIE KOMIIBIOTEPhl M HACTPOMTH IpaBHa 0E30MACHOCTH TaKHM obpazom,
yT0OBI 3apaKeHHe HE DACIpPOCTPAHWIOCH Manblie Mo ceTH. Kpome TOro, Ha 3TOM Stane
HEOOXOAUMO TIEPEHACTPOMTH CETh TakuM 00pa3oM, 4YTOOBI UCIIJIH Moram mpoJaoDKaTh
pabotars 0e3 3apaKeHHBIX MAIIHH.

6.4. Jlanee nuia, 3aHMMAOIIAECs PearHPOBAHHEM HA HHIMCHTBI, YIAJIIOT BPEIOHOCHOE
MporpaMMHOe OOecriedeHne, a TakKe Bce apredakThl, KOTOpble OHO MOIJIO OCTABUTL Ha
3apaxeHHbIx komnbtorepax B UCIIIH.

6.5. PaHee CKOMIPOMETHPOBAHHBIE KOMIBIOTEPBI BBOIATCS 06paTHO B ceTh. Ilpu sTOoM
JMI@, 3aHAMAIONIMECS peardpoBaHHEM Ha HHIMACHTBI, HEKOTOPOE BPEMS IMPOJAOIDKAIOT
HabmonaTh 3a cocrosHueM 5Tix Mamud u UCIIJIH B menom, 4T00bl yOeauThCS B MOJHOM
yCTpaHEHUH YTPO3bI.

6.6. Jluma, 3aHMMAIOIIMECs  pearupoBaHMEM  Ha  HMHIMICHTBL,  aHAIHM3HPYIOT
MPOW3OIIE N HHIUJIEHT, BHOCAT HEOOXOMMbIC H3MEHEHHSA B KOH(HUIypalHIo IpOorpaMMHOTO
obecrieyeHnss W 00OpYIOBaHHS, OOECTIEYHBAIOMEr0 HH(OPMAIMOHHOH Oe3omacHOCTH, H
DOPMHPYIOT peKOMEHJAlMH Ui TOro, 4roObl B Oyaymem NpeIOTBPaTATEH no00HbIE
uHIMIeHTb. [IpH HEBO3MOKHOCTH MOJHOTO IpeJOTBpamleHns Oyaymed aTakd COCTaBICHHBIC
PeKOMEHIALIMHU TI03BOJISIT YCKOPHTH PearpoBaHUe Ha MOJO0HBIC HHITHICHTBL

7. Tlopsiaok npoBeaeHns pa3dupaTe bCTs 0 GaKTaM BOSHHKHOBEHHS HHIHICHTOB
uHpopMaLHOHHOH 6€30MaCHOCTH
- [IpoBenienue pasOuparenscTB 10  (akraM BO3HMKHOBEHWS — HHIH/ICHTOB
undopmanronHoii GesonacHocTH ocymecTsinser Komneens 11 OpraHu3aiun pabot mo 3ammure
[IEPCOHANBHBIX JaHHBIX B WHGOPMAIMOHHBIX CHCTEMAx MOY-OOIIl cena Proxos, cocTaB
KOTOpOit yTBep:kaaeTcs npukasom pykopogutens MOY-OOIII cena Proxos .

7.1. Tlpeacematens KOMHCCHM OpraHu3yeT pabOTy KOMMCCHH, pEmaeT BOMPOCHI
B3AHMO/ICHCTBHS KOMHCCHH C PYKOBOJMTE/ISME M PaOOTHAKAMH CTPYKTYPHBIX [OApa3ae/IeHHH
OpraHH3alliH, FOTOBHT U BEAET 3ace/laHisi KOMUCCHH, TIOIMHUCHIBAET TIPOTOKOIBI sacepanuii. [lo
OKOHYAHHH paGOTHI KOMHCCHM TOTOBHTCS 3aK/IIOYEHHE IO pe3ylIbTaraM IPOBEAEHHOrO
pa3bHupaTenbCTBA, KOTOPOE IEPEeNacTCsi Ha PacCMOTPEHHE PYKOBOJMTEIIIO MOY-OOII cena
ProxoB .

7.2. Tlpu npoBeJeHHH pa30MpaTeIbCTBa yCTAHABINBAKOTCA!

—  Haywude caMoro (akTa coBeplIeHHs MHIHMICHTa HHYOPMALMOHHON DE30MacHOCTH,
CITYKAIero OCHOBaHHEM TSl BBIHECEHHS! COOTBETCTBYIOMIETO PEIICHHS;

—  BpeMs, MECTO M 0OCTOATENbCTBA BOHUKHOBCHMS HHIM/ICHTA, a TaKiKe OLEHKA €ro
OCJIeICTBHH;

—  KOHKpETHbIH paGOTHHK, COBEPIIMBLIHI HHIMICHT HHPOPMAIHOHHOH 0e30MacHOCTH
WUTH TTOBJIEKLIHI CBOMMH JCHCTBUAMU BO3HHKHOBCHHUS HHIHIACHTA,

—  HajWuMe ¥ CTeleHb BHHBI PabOTHMKA, COBEPIIMBIIET0 HHIMAEHT HHOOPMAHOHHOH
0e30MacHOCTH HITH MOBJIEKIIEr0 CBOUMH AHCTBUAMH BOSHHKHOBECHHE HHIIMICHTA,

—  IeMM M MOTHBBI, CIIOCOOCTBOBABIIME COBEPIICHHIO WHIMICHTa MH(POPMALHOHHOH
0e30MacHOCTH.

7.3. B memsix mposesieHHs pa3ouparenbcTBa Bce pabOTHHKHM OOs3aHBI 110 TpeGOBaHHUIO
YIEHOB KOMHCCHH NpEIBSBUTH [UIS TPOBEPKH BCE YHCIIAINMECS 3a HUMH MaTepHajbl U
JIOKYMEHTBI, JIaTh YCTHbIE MJIA MHCbMEHHbIE 00BACHEHHUS 00 H3BECTHBIX UM daxTax no CyumecTBy
3aJlaHHBIX UM BOIIPOCOB.

7.4. PaGOTHHK, COBEpIIMBIIMI WHOMACHT MHPOPMAIMOHHOH 0e30macHOCTH MM
MOBEKIIHH CBOWMH JIEHCTBHSMH BO3HMKHOBEHHs MHIMJAEHTA, 00f3aH 10 TpeOOBaHHIO
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KOMHMCCHH TIPE/ICTABUTH OOBACHEHHS B MACHMEHHOH (hopme HE Mo3/Hee Tpex pabo4ux JHEH ¢
MOMEHTa MOIydeHHs COOTBETCTBYIOMEro TpeGopanus. KOMHCCHs BIpaBe IOCTABATH mepen
paGOTHHKOM MepeYeHb BOMPOCOB, HA KOTOPBIC paGoTHHK 00s3aH OTBETHTb. B ciyyae OTKasa
paGoTHHKA OT IMCHMEHHBIX 00BSICHEHUH, KOMHCCHEH COCTaBIISAETCS aKT.

75. PaGoTHHK HMMeeT TIpaBO, 10 COIJIACOBAHMIO C TIpeJAcefareneM KOMHCCHH,
3HAKOMHTHCS C MaTepHATaMU Pa3OUpPaTe/bCTRA, KACAIOIMMHCS JIUHHO €0, U 1aBath 110 MOBOAY
HHX CBOM KOMMEHTApHH, MPEIOCTABIIATH JOTOTHUTEIbHYI0 HEGOPMALMIO U JOKYMEHTBL ITo
OKOHUAHHH Pa3GupaTenbCTBa PAOOTHHKY U1 O3HAKOMJICHHS HPEIOCTaBIACTCA UTOTOBBIH aKT C
BBIBOJAMHU KOMHCCHH.

7.6. B ciaydae maBieHHss Ha pabOTHHMKAa CO CTOPOHBI JPYIHX JIHIL (He W3 cocTaBa
KOMHCCHH) B BHJE NpoCck0, yrpos, IMaHTaxa | Ap., IO BONPOCaM, CBA3AHHBIM C MPOBEICHUEM
pasbuparebCTBa, pabOTHHK 00653aH cOOGIMTE 00 5TOM MPEACEaATENO KOMHCCHH.

7.7. Jlo oxonuaHus pabOThl KOMHCCHHM M BBIHECCHMs PCLICHUS <ICHAM KOMHUCCHH
sampemaeTcs pasrialiaTh CBEACHHS O XOAE MPOBCACHHA pasOupartebcTBa W CTABIIME
H3BECTHBIE UM 00CTOSTEIBCTBA.

7.8. B nporecce nmpoBe/IeHAS pa3bupaTeIbcTBa KOMUCCHEH BBIICHAIOTCA:

—  mepedeHb pasriIalIeHHbIX CBEICHAH;

—  NpHYMHbI Pa3IUIAlICHUs CBE/ICHHI;

—  [Mla, BAHOBHBIE B pa3TlallleHHH CBeJIEHHU;

—  pasmep (9KCIEPTHYIO OLEHKY) IPHYMHEHHOTO yiepba;

—  HemOCTATKH W HAPYIICHHS, OMYIeHHbIE PaGOTHHKAMH [pH padoTe ¢ [11n;

_  umble 0BCTOSTEIHCTBA, HEOOXOAMMBIE IS ONpe/IC/IeHNs IPUYHH pasrIallCHHA I8,
CTEleHH BUHOBHOCTH OTAEJIbHBIX JIMIl, BO3MOXHOCTH NPUMEHCHHS K HHM MEp
BO3/ICHCTBHAL.

7.9. Tlo 3aBeplueHHH pa3OMpaTeNbCTBA KOMHMCCHEH COCTABIACTCH 3aKIOICHHC. B
3aKITIOYEHHHN YKa3bIBAKOTCH!

—  OCHOBAHHME I POBEICHHS B pa30UpaTe/IbCTBa;

_  coCTaB KOMHCCHH M BpeMsi IIPOBEICHHUS pa3oupaTe/ibCTBa;

—  CBeleHHS O BpEMEHH, MecTeé M OOCTOATENbCTBAX BO3HHKHOBEHHMS WHIMICHTA
uH(OPMALIOHHOH O€30MaCHOCTH;

—  cBeseHUs 0 pabOTHHKE, COBEPUIMBIIEM HHUIHKICHT uH(GOpMALIMOHHON 5€3011acHOCTH
WM TOBIEKIIEM CBOMMH JCHCTBHAMH BO3HMKHOBEHWsS HHIHICHTA (HOJDKHOCTD,
davunus, HMsi, OTYECTBO, TOJ POKICHHSA, BPEMS paboThl B YUpEKJIEHHH, a TAKKE B
3aHuMaeMas JI0JDKHOCTB):

_  menm W MOTHBBL pabOTHHMKA, CIOCOOCTBOBAaBINME COBEPLICHHIO HMHIHMICHTA
uE(pOpMAIIMOHHOHN GE30MacHOCTH;

—  NPUYMHBI U YCIOBUS BOSHAKHOBEHHS HHIIU/ICHTA uH(OPMALHOHHON 0€30MacHOCTH;

—  jaHHBIe 0 XapaKTepe H pa3Mepax MPUYMHEHHOTO B pe3ypTaTe HHIMACHTA yiepba;

—  Ope/UIOKEHHS O Mepe OTBETCTBEHHOCTH PabOTHHMKA, COBEPIIMBIIETO HHIHMACHT
MHOPMAIMOHHOH ~ 0E30MacHOCTH ~ WJIM  TOBJICKINETO  CBOWMH JNEUCTBUSIMHU
BO3HHUKHOBEHHS HHLIMJIEHTA.

710. Ha OCHOBAaHMM 3aKIFOYEHHS] BBIHOCHTCS pElICHHe O NPHMCHCHHH MEp
OTBETCTBEHHOCTM K pAaOOTHHMKY, COBEPIIMBIIEMY WHIMICHT WM TOBJICKIIEMY CBOMMH
NeHCTBUSAME BO3HMKHOBEHHIO MWHIMJEHTA, TaKKe O BO3MCIICHHH yiepba BHHOBHBIM
paGOTHUKOM (MM €ro 3aKOHHBIM npeicTaBUTeNIEM), KOTOpOE MOBOIMTCA MO YKasaHHOTO
paboTHHMKA B THCBMEHHOH (HOpME O/ PACITACKY.

7.11. Bce wmarepuaibl pasOMparelbcTBA OTHOCATCS K uHOpPMAIMH OrPaHUYCHHOTO
0CTyIIa W XpaHATCs B TedeHue 5 neT. Komuu 3aKIIOYEHUs M PACHOPKCHHS 11O pe3yabTaTam
pasbuparenscTBa MPUOOINAIOTCS K JTMYHOMY STy paboTHHKA, B OTHOLICHHWH KOTOPOro OHO
IIPOBOIAIIOCK.
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[Mpunoxenue Ne9
k mpukasy ot «04» mapra 2022 r.Ne 100

IMOJIOXKEHHUE
0 pa3spemuTeILHOI cHCTeMe T0CTYNa B
nHGOPMAUMOHHBIX CHCTEMAX MEPCOHATLHBIX TaHHBIX MOY-0OIII cesa Proxos

1. TepmMuHBI B onIpe/ieIeHUS

1.1. JIHCKpEeUHOHHBIH METOJ YNpAaBJCHHs JOCTYIOM — METOJ YIPaBICHUA NOCTYIIOM,
IpeyCMaTpUBAIOIINK yIIPABICHHE JIOCTYIIOM cyOBEKTOB JOCTYMa K OOBEKTaM J0cTyna Ha
ocHoBe HaeHTH(UKAIMOHHON HHbOpMALMH CyObeKTa M JUisl KaXAO0ro obbekTa JocTyna —
crucKa, cojepikamiero Habop cyObeKkToB jaoctyna (rpymm cyOBEKTOB) M ACCOLIMHPOBAHHBIX C
HUMH THIIOB JOCTYTIA.

1.2. loctyn x uHOpMalUHH - O3HAKOMICHHE C undopmauueif, ee obpaboTka, B
YACTHOCTH KOIHPOBAHME, MOAM(HUKAIIHS WM YHUYTOKEHHE HHOPMAIIHH.

1.3. Marpuua noctyna — Tabuia, 0To0paxaromas mpasmia pasrpaHuieHs 10CTyra.

1.4. O6beKkT MOCTYNAa — eIvHWNA HMHOOPMALHOHHOIO pecypca aBTOMAaTHU3UPOBAHHOH
CHCTEMBI, IOCTYI K KOTOPO# perjiaMeHTUPYETCs [IPaBUIaMH pasrpaHuyeHUs JOCTyTIa.

1.5. [IpaBuna pasrpaHHUyeHnsi JOCTYTIa — COBOKYIHOCTb MpaBull, PErIaMCHTHPYIOIIAX
mpaBa I0CTyIa CyObeKTOB JOCTYNa K 00BbeKTaM J0CTyTa.

1.6. PoneBoii MeTOJ yNpaBICHHS [OCTYNOM — METOA YHpaBjeHHs HOCTYIIOM,
TpelyCMaTPUBAIONIMI] YIIPaBJIeHHE J0CTYIIOM CYOBEKTOB J0CTyNa K oOBEeKTaM JI0CTylla Ha
OCHOBE poJieii cyObeKTOB J0CTyma.

1.7. CpexctBo 3amuThl MHPOpPMANMH — TIPOIpaMMHOE obecriedeHue, MPOrPaMMHO-
anmapaTHoe  obeclieyeHue, — ammapaTHoe — obecreyeHMe,  BEIIECTBO MM - MarepHal,
NpeIHa3HAUeHHOE WA HCTIOTIb3YeMOe /Ui 3allUThl HHPOPMAlliy.

1.8. CyObekT a0cTyma — JMIO WIH NpOouece, IeHCTBHS KOTOPOro periaMeHTHPYIOTCS
paBUJIaMU pasrpaHUYeHus I0CTyIIA.

1.9. THIIBI ZOCTYTIA — ONEPAIIHH, Pa3PelIeHHEIE K BBIMOIHEHHIO CYOBEKTOM J0CTYTIA IIPH
JOCTYIIE K O0BEKTaM J0CTyTa.

2. O6mue mo/10KeHUsE

2.1. Hacrosmee Ilonoxenue 0 pa3permuTeIbHON CHCTEME J0CTyNa B MH(pOPMAITHOHHBIX
cucTeMax nepconanbHbiX faHHbX MOY-OOIII cena Proxo (nanee — ITonosxenue), pazpaboTaHo
B COOTBETCTBHM C 3aKOHOIATenbcTBOM Poccuiickoir ®Denepamuu O TEPCOHAIBHBIX AAHHBIX
(nanee — IIJ[H) ¥ HOPMATHUBHO-METOAMYECKHMM JIOKYMCHTaAMU (henepanbHBIX OPraHoB
MCIIONIHUTEbHOM BiIacTH 1o Bompocam OesomacHoct [1J{H mpu  mX obpaboTke B
uH()OPMALIMOHHBIX CUCTEMAX TEPCOHATLHBIX JIAHHBIX (nanee — UCTI/In).

2.2. Hacrosmee [TonoxxeHue onpeensier METO/Ibl YIPaBICHUs JOCTYIIOM, THIIBI IOCTYIa
¥ 1IpaBHU/Ia pasrpaHudueHus 0CTyIa CyObeKTOB J0CTyIa K o6bextam nocryna B UCII/IH.

2.3. Tlonoxenue o0g3aTebHO Ul HCIoMHenus Beemy pabortaukamn MOY-OOIII cena
ProxoB (manee —YdpexieHHE), HEIOCPEACTBEHHO OCYMECTBIIIOIIUMH 3aIIHUTY [11n.

3. Cy6bexThbl H 00bEKTHI 10CTYIA
3.1. K cybsexkram mgoctyma HCII[In, oTHOCSTCA paOOTHUKH, BBIIOJHAIOIAE CBOH
JOTKHOCTHBIE 00S3aHHOCTH ((YHKIMH) ¢ HCMONBb30BaHHEM HH(MOPMALHH, HH(pOpMALIHOHHBIX
TexHoIoruil 1 TexHnueckux cpeacts VICII/IH B COOTBETCTBHH C JIOKHOCTHBIMA HHCTPYKIAMA
u kotopsiM B UCI1JIH pUCBOCHBI Y4ETHBIC 3aITUCH.
3.2. K ob6wexram goctyna B UCII/IH, oTHOCSTCS:
—  CpeacTBA BHIUMCIIUTEIEHOM TEXHUKHU]
—  CpeICTBa CBSI3M W MEpe/iadyd JaHHbBIX;
— cpenacrBa obecnieyenns GecrniepeboiHON pabOTHI CPECTB BBIYHCIIUTEIbHOH TEXHHKH
W CPEJICTB CBA3H U NEPEadH JaHHBIX]
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—  OCHOBHBbIE KOH(WrypanuoHHbIe (aillTbl ONMEPAallMOHHBIX CHCTEM, CPEICTB CBSI3U H
nepeiaud JJaHHBIX U CPE/ICTB 3aUlUThI urdopmaunu (1anee — C3M);

—  CcpejcTBA HAacCTPOMKH H

yIIpaB/IeHHs ONEePallHOHHOH CHCTEMOM, CpeACTB CBSA3M H

repeaud JaHHbIX U C3U;
—  [pPUKIAJHOE IPOrpaMMHOE 00eCTeyeHHE;
—  mepudepuiiHble yCTPOHUCTBA;
—  MAIIMHHBIE HOCHTENH HHPOPMAIUH,
—  obpabarsiBacMble, XPaHAMBIE IAHHBIC.

4. MeToapl pa3srpaHUYeHHs J0CTYNA

4.1. Meroasl pasrpaHH4YeHds HOCTyNa K UCIIJIn peamu3yloTcs B COOTBETCTBHH C

v pynximonnposanus UCII/IH 1 BRITIOYAIOT KOMOHMHAIMIO CeAYIOIIMX METOIOB!

—  pOJIEBOH METO1 yIPaBACHHUA IOCTYTIOM;

—  JIMCKPEeLMOHHBIA METOJ

yIIpaBiIeHus J0CTYIIOM.

4.2. Peanuzaimsi poJIeBOr0 MeTOja YIPABICHUS AOCTYIIOM B UCIIJIla mpeacraBineHa B
tabmune 1.

Tabnuma 1

Ne
n/n

Ponb cyOBekTa
JlocTyna

VpoBeHb J0CTyna K 00bekTaM JoCTyma

AIMHHHCTPATOP
6e30macHOCTH .

oGnanaer mTONMHOM uHbopMammedl 0 KOHGHIypauud
crcremsl 3ammThl [T (cTpykType cucteMbl 3amuTtsl [1/1H,
cOCTaBe. MEcTaX YCTAHOBKM W IApaMETPOB HACTPOHKH
C3U):

obnamaeTr ToOAHONW HMHpOpMalnuen o KoHpuUrypamu
UCI T (ctpykrype MCI1/lH, cocTaBa, MECT yCTaHOBKH H
MapamMeTpoB [IPOrPAMMHOI0 ObecriedeHns i TeXHHIECKHX
CpencTB);

06/1a1aeT IpaBaMHi HACTPOHKH M KOH(QHUTypHPOBAHHUS C3H;
oGnanaeT [MpaBaMHM HACTPOWKH ¥ KOHQUIypHPOBAHUS
CpEJICTB CBSI3M NEpe/Iadn JaHHbIX]

ofnamaeT NpaBaMHM HACTPOHKH M KOH(UI'YPHPOBAHUS
ONEpAaIOHHBIX CHCTEM M NPHKJIAIHOrO MPOrpaMMHOro
obecrieueHus;

0671a/1aeT IpaBaMH BHECEHHS M3MCHEHHi B MPOTPaMMHOE
obecrieuenne MCIIJJH Ha cTaguu €€ pa3paboTKH,
BHEJIPEHHS M CONPOBOKICHUS.

AIMUHHCTPATOP

o6namaer TonHOM MH(OpMAIMEH O KOHQUIypauuH
UCIIu (crpyxrype UCILIH, cocTaBe, MecTax yCTaHOBKH
W [apameTpoB  MPOTrpaMMHOI0 obecreueHus  H
TEXHUYECKUX CPEJICTB);

001amaeT TpaBaMM HACTPOHKH H KOH(UTYpHPOBaHHUS
CpeJICTB CBSA3M Iepe/iadn AaHHbIX;

oGagaeT NpaBaMM HACTPOHKH M KOH(QUIYpHPOBAHHA
ONEpALMOHHBIX CHCTEM M TPHKIATHOTO MPOrpaMMHOTO
obecniedyeHus;

06ajaeT MpaBaMu BHECEHMsS M3MEHEHHH B IpOTpaMMHOC
obecrieueaue HWCI[Jlm Ha Ccragud e€¢ pa3paboTKH,
BHEJIPEHHS U CONPOBOXKICHHUS.

Ilons30BaTenb 3

obagaeT BCeMH HEOOXOIMMBIMHE aTpHOyTaMH H TpaBaMH,
obecneunsaronmmu goctyn k MCTI/IH.
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4.3. Peanmu3zanys JMCKPEIMOHHOTO METOJA YNPABJICHHsS JOCTYHNOM [IOCTHraeTcs IyTeM
HA3HAYEHHMS MPaB J0CTYIA Ul Kaxoi napsl «Poms cy6bexta poctyna» — «OOBEKT 10cTynay
SBHOTO M HEIBYCMBICIICHHOTO MEPEUHCIIEHHUS JIOMYCTUMBIX THIIOB J0CTyIa B COOTBETCTBHH C
Marpuueii focTyna paGOTHHKOB K pecypcam HHQOPMALMOHHBIX CHCTEM [EPCOHATBHBIX JaHHBIX
(nanee — Marpuna joctyna),popma KoTOpoi ycraHoBieHa B I[IpuIokeHHH K HACTOAINCMY
[Tonoxenuto. '

5. Tunel JocTyna
5.1. B UCII/Ix onpe/eneHs! cleayloLIHe THITBI J0CTyNa CyOBEKTOB JI0CTYyNa K o0BeKTaM
JOoCTyIa:
— yrenue (R) — cyOBeKTy J0CTyna paspeieHo NpocMaTpuBaTh COACPKUMOE 00BeKTa
J0CTYTIA;
— 3zamuck (W) — cyObekTy MOCTyna paspeuieHo IpOCMaTpuBaTh, 3amHChIBATE H
CO3/1aBaTh HOBBIA OOBEKT JIOCTYNA;
— pemonHenne (E) — cyObekTy mocTymna paspemeHo 3aI1yCKATh/BBINOTHATE OOBEKT
JOCTYTIA;
— neyars (P) — cy0OBekTy AOCTYIa pa3penieHa ne4yars;
—  ckanupoBanmue (S) — cyObeKTy 10CTyna paspelIeHO CKaHMPOBAHHUE,
—  mosusiii (F) — cyOBeKT 10CTyna MMeeT TOTHBIH I0CTYIT K 00BeKTaM J0CTyIa.
5.2. PaspemieHHble K BBITIOJHEHHIO, CYOBEKTaMH JOCTyIA MpH JOCTYNE K o0beKTamMm
moctyna B ICIIJIH, THIB JoCTyTIa, Onpese/iensl B MaTpuie JocTyna.

6. lIpaBuia pasrpaHAYeHHs 10CTYNA

6.1. B UCIIJIa npaBuiia pa3rpaHUyeHMs J0CTyINa Pealn30BaHbl COBOKYIHOCTBIO IPpaBul,
PerIaMeHTHPYIOMKX TIOPSIOK M YCIOBHS 0CTyIa CyOBeKTa K o6bextam gocryna B UCII/Ix:

—  paszmeneHde 00sf3aHHOCTEH W Ha3HAYCHME MWHAMAIIBHO HeoOXO0AUMBIX ITpaB
MOJIL30BATEIAM H aAMHHUCTPATOPAM;

—  ympapieHue (3aBelleHHE, AKTHBALHMs, OIOKAPOBAHHE W YHHYTOKCHHE) YYCTHBIMH
zamucsimu nonszosateneit UCIT/n;

—  yIpaBlieHHE (bunbTpauus, MapuipyTH3alus, KOHTPOJIB COeTHHEHUH,
OJIHOHAIPABJIEHHAs TIepe/iada M MHbIE CIIOCOOBI yNpaBIICHHS) UH(GOPMALIUOHHBIMH
norokamu B UCIT/{H;

—  OTpaHMYEHHE HEYCIIENIHBIX MOMBITOK 10CTyNa B HUCIIH;

— paspemenue (3anper) jeiictBuifi monpsoparenedi VICII/IH, paspelleHHBIX [0
HAeHTH(GUKAMA U ayTeHTH(DHKAIHH,

—  peamm3alys 3alIMIIEHHOTO yIAJEHHOrO JIOCTyna CyOBEKTOB J0CTyna K o0beKTam
JI0CTYTIA Yepe3 BHEUIHHE HH(POPMAIMOHHO-TeIeKOMMYHHKAIIHOHHbIC CCTH;

—  KoHTpoIb ucnonb3osanus B UCII/H TexHONMOrHi OECIIPOBOIHOTO I0CTYIIA;

—  xonTpois ucnoss3osarus B UCIT/(H MOOHIBHBIX TEXHUIECKHUX CPE/ICTB;

— ynpaemesme  Biammozedcteuem ¢ MCITH opraHm3auuii  (BHEIIHHE
MH(OPMAIHOHHBIE CHCTEMBI).

6.2. Ilpasa u o0Os3aHHOCTH TOJB30BaTeNnedl 3aQUKCHPOBAHbI B «HCTpYKIIMH
MOJB30BaTENs MH(pOPMAIMOHHBIX CHCTeM NepcoHaIbHbX AanHbx MOY-OOL cena PioxoB .

6.3. VYmpasienue (3aBejieHHE, aKTUBALMIO, OIOKMPOBAHHE H YHHUTOKEHUE) YUETHBIMH
sanucsmu nos3osareneit UCIT/Ix, ocymectsiser aqmunuctparop MCIIH.

6.4. Apvunucrparop WUCIIJIH ompenesnser W HazHadaeT IpaBa J0CTyNa CyOBEKTOB K
o6bextam goctyna B UCII/IH B COOTBETCTBHH C HCIOJTHSEMOH POJIBIO cyosexta B UCII/IH u
Marpuieii 1ocryna.

6.5. B UCII/Ia peanu30oBaHbl CIeAylomue (QYHKIHAK YNPABICHUSA YYCTHBIMH 3arUCAMH
none3osarenei UCI1/n:

—  ompejeneHue TUNA yIETHOH 3amucH (110/1b30BaTeNb, aIMHHUCTPATOP, CHUCTEeMHas);

—  o0beMHEHHE YYETHBIX 3alkceii B rpynibl (110/1b30BaTEH, aJIMHHHCTPATOPBI);

—  BepuduKaIys MOTB30BATENA IPH 3aBEACHAN YICTHOH 3aIMCH MOJTb30BATEIIA;
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—  3aBejieHME, AKTHBALMs, OJOKAPOBaHWE W YHHUTOKECHHC YHETHBIX 3anucei
nons3osatesnei UCIT/In:

—  [IepecMOTp M KOPPEKTHPOBKA YUETHBIX 3aIUCeH nons3osareneit UCITx:

— TOpS/IOK 3@BeJCHHs M KOHTPOJIS HCIOJB30BAHMS BPEMEHHBIX YyUETHBIX 3anucen
[Tonszopareneit UCIT/IH;

_  onosemenue agvuancTpatopa VMCIT/IH, OCYIECTBISIOMEr0 yIPaBICHAC yHETHRIMH
sammcsMu  moip3oparenein UCIT/lH, o6 H3MeHEHWM CBEICHHH O TOJIB30BATE/IAX
UCII]In, ux poisix, 0093aHHOCTSX, TOTHOMOYHSX, OrpaHHYEHHUAX;

—  YHHYTO)KEHHE  BPEMEHHBIX  YHCTHBIX sanuceit  nonb3osarenein  MCIIH,
Mpe0CTABJIEHHBIX [l OJTHOKPATHOTO (OrpaHM9EeHHOTO 110 BPEMEHHU) BBIIOTHEHHS
sanayg B UCI1/1H;

—  NPEeNOCTABJICHHE TI0JIB30BATEIIAM WUCII/ln mpaB moctyma K oOBEKTaM 0CTyma
WUCII/IH, OCHOBBIBAsCH Ha 3a7a4aX, PEIIACMbIX [OIb30BATE/IAMH UCIT1H.

6.6. BpemeHHas ydyeTHas 3alMCh MOXKET ObITh 3aBe/€Ha JUIA MOJIb30BATEIIA UCIIIn Ha
OrpaHUYEHHbIA CPOK /TS BBIMOJIHCHHUS 3a/1a1, TpeOYIOLMX PACIIMPEHHBIX TOTHOMOTHH, WK LIS
[POBE/IEHAs] HACTPOMKH, TECTHPOBAHHS, IS OPraHU3allud TOCTEBOTO noctyna (IOCETUTENAM,
COTPYIHHKaM CTOPOHHHX OpraHH3aluH, CTaXepam M HHBIM nons3oBatensm WCIITa ¢
spementbivM goctynom k UCITa).

6.7. B MCII/I# ocymecTBIseTcs aBTOMATHYECKOe OIOKHPOBAHHE BPEMEHHBIX YYETHBIX
sarmceii TToms3opareseit UCII/[H NO OKOHYAHHH YCTAHOBICHHOTO NMEPHOJA BPEMEHH UL HX
HCIIOIB30BAHMSL.

6.8. [Ilpu mepenade uHPOPMALMK MEXKITY YCTPOHCTBAMH, CEIMEHTaMH B pamkax UCII/H,
oCylLIeCTBIISeTCs yrpasieHne HEGOPMALMOHHBIMA OTOKAMH, BKIHOUAIOLICE:

—  ¢uasTpanuio HHGOPMAIMOHHBIX TOTOKOB B COOTBETCTBHM C IpaBUIaMH yIIPaBIICHUs
HOTOKAMH;

—  paspemieHue TnepenauM WHQOpPMAIMH B WCII[l# TOmBKO TIO YCTAHOBJICHHOMY
MapIpyTy;

—  u3MeHeHMe (TepeHanpaBleHHE) MaplipyTa [epeiain uHGOpPMAlLMH TOJNBKO B
YCTAHOBJIEHHBIX CITy4asix;

—  3amwchk BO BPEMEHHOE XpaHHMIHIIE HHOOPMAIWHU [UTS aHATH3a W [PHHATHA peLIeHus
0 BO3MOKHOCTHM ee JajibHelIIel mepeiady B YCTAaHOBICHHBIX ClIydasix.

6.9. VYmpasneHue nHGOPMAIMOHHBIMH IOTOKaMH obecrieunBaeT pa3pelieHHbId MapIIpyT
TIPOXOK/IeHAS HHGOPMAIMH MEXy MOJIb30BATCIAMA UCTI/Ig, ycrpoiicTBaMH, CErMEHTaMM B
pamkax MCIIT/Ia, a TaKxe TpH BlauMoOEHCTBHE ¢ ceThto VHTepHeT (WM JApYIHMH
MH(OPMAMOHHO-TETEKOMMYHHKAIIMOHHBIME  CETAMH MEXKJLyHAPOJHOTO HH(OPMAIIHOHHOIO
oOMeHa) Ha OCHOBE TpaBUI YIPABJICHUS MH(OPMALMOHHBIMA TTOTOKAMH, BKIIFOYAIOIIHMX
koutpos Koudurypanuun WCIIIH, ucTouHMKa H MOJTyqaTeis nepeaasaeMoit HHGOpMaIHH,
CTPYKTYpBI IlepeiaBaeMoii HHPOPMAITHH, XapaKTePHCTHK uH(OPMAIMOHHBIX TIOTOKOB H (WIH)
KaHaa cBA3M (6e3 aHaIM3a CofepXKaHus HHPOPMALH).

6.10. Ynpasienue HHPOPMAUHOHHBIMH I[IOTOKaMH GIOKHpYET mepeiady 3aluIIaeMoi
undopmauun yepes ceth MutepHer (MM Ipyrue 1HHOPMALHOHHO-TEIEKOMMYHHKAIIHOHHBIE
CeTH MEKIyHapOJHOTO HH(POPMAILHOHHOIO oOMeHa) TO0 He3alIMIICHHBIM JIHHHAM CBA3H,
ceTeBbIe 3aMpockl U Tpaduk, He CAHKIIMOHHPOBAHO HCXOMAIIHE U3 WCII# u (u1n) BXOIIMIKE B
HUCITIH.

6.11. B UCII/la ycranosneHo u 3agukcupoBano B «HCTPYKIHH 1O [ApOJIbHON 3alIMTe
undopmarmu 8 MOY-OOIII cena Proxos:

—  KOJMYECTBO HEYCIEIIHBIX IOMBITOK BXOJa (moctyma) UCIT/IH 3a yCTaHOBICHHBIH
[EpPHOJL BPEMEHH;

— OnoxMpoBaHHME CeaHca [IOCTyNa IOJb30BaTess UCIIJIe mocie yCTaHOBJIEHHOTO
BpeMeHH ero Oe3zieiicTBus (HEaKTHBHOCTH).

6.12. B WUCIIJIn obecneunBaetcsi OIOKAPOBAHKE CeaHCa AOCTYIa MOJIb30BATEI UCIIn
10 3a11pocy.
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6.13. Jlist 3aGI0KHPOBAHHOTO CeaHca OCYLIeCTBIfeTCs GIOKMUPOBaHHE JHOOBIX JecTBUM
Mo fgocTymy K MH(GOpPMAUMH M YCTPOMCTBaM OTOOpaKeHWs, KPOME HEOOXOMHMMBIX UL
pa3z0JI0KMpOBaHuUs ceaHca.

6.14. Axmunuctparopy UCII/In u oTBeTCTBEHHOMY3a 0O€ecnieuenue 6e30nacHoCTH IT/1s B
UCTI/Ia paspemarorcs jeiicTBus B 00X0J YCTaHOBJCHHBIX IPOLENYP HIeHTUQHUKALHHE H
ayTeHTH(UKAIMH, HEOOGXOIMMBIE TOJIBKO JUIs BOCCTAHOBICHAS (YHKIMOHMPOBAHMS UCTIIx B
ciygae c6oeB B paboTe HIM BBIXOJIE U3 CTPOS OTACILHBIX TCXHUUCCKHX CPE/ICTB (YCTpOHCTB).

6.15. PernaMenTaiys U KOHTPOJb HCIIOAb30BAHUS CHEMHBIX MAllIHHHBIX mocutenen I1]1H,
onucansl B «Ilopsiike oOpameHus co CHEMHBIMH MAIIHHHBIME HOCHTEJIAMH [1€PCOHATBHBIX
naaabix B MOY-OOIII cena Proxos .

6.16. B VICTI/In mpu B3auMO/IEHCTBHH C BHEIIHMMH HMH(QOPMAIMOHHBIMA CHCTEMaMH,
B3aMMOJIeliCTBHE C KOTOPHIME Heobxoaumo s dyrkiuuonuposanust VCII/IR, mpenocrasienne
noctyna kK WCII[IH  ocymecTBIs€TCs TOJIBKO — aBTOPH30BAHHBIM (ymoJIHOMOYEHHBIM)
nosns3osarensmM UCIT/IH B cooTBeTcTBHY ¢ Marpuuei nocTyna.

7. OTBeTCTBEHHOCTH

7.1. Bce pabGoTHHKH YUpeKIeHHS, OCYHIECTBIAOINHAE obpaborky u 3amury IIJIn
0053aHb! 03HAKOMUTLCS ¢ AaHHbIM [[omokeHueM Mo, pOCIHUCE.

7.2. PabGorHuku YupexaeHHs HeCyT NEpPCOHAIBHYIO OTBETCTBEHHOCThH 3a BBINOJIHCHHE
TpeGoBanuit HacTosero [lonoxenns.

7.3. KoHTponb BBINOJHEHHs pabOTHHKaMM YUPEKJICHWS MpPaBHI pasTpaHAHCHA
nocryna B UCII/IH ocymectBisiercs OTBETCTBEHHBIM 32 obecmeuenue OGesomnacHocTu [1/IH B
UCT1/IH.
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